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WELCOME

This report is a complementary service of BC Management, Inc. for members of the Business Continuity industry arigtlddated

It is solely distributed to professionals who participatedtie program management section of / al yl EIE)W&;;(U&IQ a
Business @htinuity Management study (2031 The Board Summary that follows is an analysis of the results of our stutthe BC
Management International Benchmarking Advisory BoatdK S NB L2 NI Qad F20dza FyR NBt SOl yi
board to assist professionals in addressing some of their most pressing issues Wihig. this report provides a wealthfo
information, it is notfully representative of the depth of data that our study collecteld.your organization is in need of more
specific or customized data, BC Management offers a range of benchmarking services that can meet youMoeedketail on

these services is included at the end of this repafite hope you find this report useful in strengthening your program, and feel free

to submit any feedback on it to us

SUMMARY
How to Read the Report

The International Business Continuity Program mdgement Benchmarking Reporg An Exclusive Board
Review is designed to provide summary of the wealth of data collectddom nearly 3000 respondents to BC
alyr3SySyidQa LyGSNyrdaAzyl f . dza A y @siifi pertagng toAtnérizAaiiadysisaThiy | 3 S
report will serve as a resourcén assessing and understanding the direction of the business continuity
management profession

Highlighted throughout this report are a variety of business continuity program management initiatives that
showed the mos noteworthy changes between 2009 and 2011. This is the first report of its kind and BC
Management is able to offer such a report as a resultdafta analysis from three consecutive years of an
identical survey.

Findings

Business Continuity Management 8gram Advancements

In assessing the data results between 2009 and 2011 we noticed the following business continuity management progral
advancementshat indicate a shift to an enterpriseide resiliency focuwith increased executive support and acknowledgent of
increased standards that will more than likely continue to evolve the profession in the future.

1 More respondents indicated that the business continuity program and/or the disaster recovery program is meeting the
organizational needs of the corpdran.

1 Increase in the number of disciplines managed within the business continuity management program with crisis
management, emergency management and risk management showing the greatest increase.

1 Improved integration of the business continuity managem@nogram with other corporate functions with security
information, information technology, emergency management, disaster recovery (IT focus) and crisis management showin
the greatest improvement.

1 Adding more fultime, permanent personnel dedicated tthé program and a decrease in downsizing of personnel in the
next year.

1 The business continuity office showed the most significant gain of where to position the program when assessing th
department owner and organizational structure.

1 Risk management and ¢hbusiness continuity office received the highest approval ratings of wiogpesition the program
from adepartment/ organizational structure review.
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Increased awareness seems to be evident at the chief officer level as more respondentsethdicshiftin program
sponsor from mid management/ management to the chief officer level/ board committee.

The chief level program sponsors are stepping up their level of engagement with the business continuity managemer
program.

More respondents noted several stdards/ regulations to model their business continuity program after as a high priority.
Advancement of organizational certifications as more respondents noted to obtaining multiple organizational certifications.

Business Continuity Management Prograbeteiorations

Our study pointed to a few disappointing data poitttiat centeron budgeting of the business continuityanagemenprogram We

can assess that this is more than likely due to the deep recession, especially since this trend analysis isthettiraeframe of

2009 to 2011. Corporations around the world are understandably cost conscious, thus the following data findings were nc

surprising.
1 A shift was indicated as to how business continuity is being budgeted within corporations from beiogteallo
independently to having no defined budget.
9 Severe cuts in business continuity management program budgets were noted between 2009 and 2011.
1 The most significant budget decrease was for those respondents who tied their business continuity mandgetgento

other corporate departments.

Other Business Continuity Management Progradotable Trends
Our data analysis indicated other noteworthy business continuity management trends. These trends could be viewed as having
positive, negative or neutrainpact to the future of the business continuity management profession.

1

The 2011 study showed that more respondents indicated no change to the business continuity management progran
budget in the next year.
There was a significant decrease in the numbepart-time dedicated personnel to the business continuity management
program while fulitime dedicated personnel showed consistency
Those corporations who are downsizing the dedicated business continuity personnel indicated increased drivers betwee
2009 and 2011 to be a change in priorities, reduction in scope of work and transfer of functions. The most significant
drivers in 2009 (financial pressures and organizational restructuring) did diminish substantially, although the data result:
still indicated hese factors as considerable.
Increase of respondents who noted a mix recovery solution between a third party hot site/ alternate site vendor and
internal recovery solution as well as an increase of respondents who noted an internal solution at an alss#eaatAt the
same time, those respondents who noted an exclusive use of a third party hot site/ alternate site vendor for their recovery
solution declined.
Slight increase in utilization of software and notification provider tools between 2009 and 2011.
More respondents noted the following as a high priority for reasons to develop and maintain a business continuity
management program.

o Ensure safety of employees

o Be compliant with good corporate governance

0 Response to audit results/recommendations

0 Historyof business interruptions
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Using the Data

How Can this Report Benefit Your Program and Your Organization?
What is the take away?

This report is a compilatioof all the data provided in th2009,2010and 2011 studies Our summary is a broacdhalysis of a
segment of the data offering an illustration béw the business continuity profession is viewed and what we can learn from these
study results This is simply a baseline of the trends in our industry. Our hope is that you can use iadimg point, if not a guide

as you work towardgaining executive support and establishing metrics to better measure the effectiveness of your program
report can be leveraged to provide you with facts to present to your executive management tgubtfp continued emphasis in
key areas of your business continuity programdzi R2y Qi F2NHSGX Fa LINRPFSaairzylta Ay
career development opportunities that you should use to identify areas to further dewalopown skills.

As you continue on your journey consider benchmarking your organization against your peers. Enclosed you will findeal great d
data, though it is impossible to display everything, which is why the customized reporting by organizittibe essential if an
2NBIFYAT FGA2Y 6FyGa (2 20 0 kimkigiE |2 B ISy ND iy RSWEG | YIRAYSl EERNER (KB
a detailed analysis specific to your industry which not only allows you to benchmark your rogram against very mature
programs specific to your demographitsit also isan opportunity to create a roadmap for your program based on effective-peer
based models and supporting data.
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Corporate Integration of Business Contin

Study Question To your knowledge, do you feel your current IT/Disaster Recovery and Busi
Continuity strategies adequately support the needs ydur organization? (An assessment of al
studyrespondents.)

IT/DR Strategies Meet Organizational
Needs

7% Increase from
2009 to 2011.

BC Strategies Meet Organizational
Needs

6% Increase from
2009 to 2011.
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./ al yI 3 SudSipgiiredion Aaiv many and which disciplines are managed within the business continuity
management program. The purpose of this question is to assess how business continuity is managed with
organizations, meaning which disciplines are commonly painéthin a business continuity/ disaster recovery

management program and how many functions is a business continuity/ disaster recovery manager commonl

overseeing.

Study Questionz Please specify all the disciplines that you personally manage within yd
program. Select all that aply. (An assessment of studespondents.)

Number of Disciplines in the Progran

18%lncrease

-l
1 2 3 4 5+

It is not surprising we are seeing an 18% increase in the number of disciplines associated with BCM pro
BCM is increasingly being managed as part of broader Enterprise and Operational Risk Management in
given its rising importance. Along with this comes greater regulation, more demands for internal and e
audits and closer working relationships with other critical functions as is evidenced in the graphic below.

- Thomas Wagner
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Discplines Managed in the Prograr

Audit
Business Continuity Process (Business For
Compliance
. T%Increase
Crisis Management
Disaster Recovery Process (IT Foc
ncrease

Emergency Managemen

Facilities Managemen

Health & Safety Occupational

Health & Safety Environmental *

2%Decrease
Information Technology

9
* Pandemic Planning 4%Decrease

Records Managemen

) i 8%Increase
Risk Management Enterprise

Risk Management Insurance

Risk Management Operational

Security- Information *

secuity Physices .

* Question not included e, -I ‘ ]

in the 20® BCM Study.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

In addition, given the significant @sin the number of major events over the past ten years dug
terrorism and natural disasters we are definitely seeing much closer integration with Crisig
Emergency Management as strategies, plans and protocols must be tightly coordinated with 8l
Continuity and Disaster Recovery efforts accountorghe 7% increase shown abave
This decrease in IT as a managed discipline can partially be explained by the maturation of ITIL
Continuity programs in large companies whereby IT is taking ore BCMlike responsibilities for
applications and infrastructure. We are also seeing a large migration of applications, infrastructu
5w aSNWAOSa (2 aOf2dzR¢ @OSYR2NE 6K2 | NBE G&LMA
The decrease in Pandemic Plannisgnot too surprising. In many firms, Pandemic Planning
managed by busineded committees with BCM playing a supporting role since the many legal, hy
resource and medical dimensions that must be handled. This could be a continuation of the
trend whereby as the overall importance of BCM is increasing at an enterprise level, the busing
beginning to stepup and take on many of the challenges and responsibilities for keeping the ente
up and running.

- Thomas Wagner
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Study Question- How well integrated are the following within your organizational program?
Please rate on a scale of 1 to 5 withmieaning NO INTEGRATION and 5 meaning COMPLET

INTEGRATED(An assessment of all studespondents.)

*All related enterprise disciplines are listed within the study to accommodate a variety of discipline expertise.

The two data graphs below highlight the rpent of respondents who indicated b 2 Ly (i @MY @ ¥2) S
Ly (i S 3 MI20D% R0 and 2011 for the disciplines noted. Several categories were not included in the 2009 BC
Study (Business Unit Participation, Change Management, Executive RPmtddedia Crisis Management, Pandemic
Planning, Privacy, Senior Management Participation/ Sponsorship and Strategic Plan/ Corporate Mission Statement).
reviewing the results from the previous three previous studies, we discovered that the folloveciglidies showed
improvement: Securitylnformation, Information Technology, Emergency Management, Disaster Recovery (IT Focus
and Crisis Management

Disciplines No Integration with Program

Audit

Business Unit Participatiot r— ----

Change Managemen’| P ———
Compliance | — 4% Impovement from 2009
Crisis Managemen'|
Disaster Recovery (IT Foct
Emergency Managemen_

E)fgf;utlve Protectior | [ ——
Facilites Management |
Health & Safety Environmental | =,
Health & Safety Occupational | 2009

Information Technology | 10% Improvement from 2009 B 2010
Media Crisis Managemen:1 __: = 2011

|___L 4&— 11% Improvement from 2009

6% Improvement from 2009

Pandemic Planning r——
Privacy | e
Records Managemen |  ——
Risk Management Enterprise | ___:-
Risk Management Insurance | I —

Risk Management Operational | r——
Security Information 4% Improvement from 2009

Security Physical |
Senior Management Participation/ Sponsorst P -
Strategic Plan/ Corprate Mission Stateme ) )
I 1 1 1 T 1 1 1 I 1

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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Audit |

Business Unit Participatiol
Change Managemen‘i
Compliance:

Crisis Managemen
Disaster Recovery (IT Foct |
Emergency Managemen:
Executive Protectior |

Disciplines Completely Integrated with Program

s 15% Improvement from 2009
|

18% Improvement
from 2009

11% Improvement from 2009

Facilities Management ||

Health & Safety Environmental :

Health & Safety Occupational |

Information Technology | :

Media Crisis Managemen |

Pandemic Plannin | l_16%

Privacy |

Records Managemen |
Risk Management Enterprise |

Risk Management Insurance | :

Risk Management Operational |

Security- Information |

Security- Physical ||

Senior Management Participation/ Sponsorsk |
Strategic Plan/ Corprate Mission Stateme

2009
2010

m 2011
Improvement

from 2009

0% 20% 40% 60% 80% 100% 120%

There has been a relentless need, for BCM Program sponsors & stakeholders, to realize thealditibre BCM
program brings along, provided, given the right mix of recognition. On a positive note, we are beginning
convergence of disciplines, which indeed, has increased significance, effectiveness and efficiency of BCI
organization and elevated it to ifastified position. Above data graphs noticeably highlight the fact that BCM Pro
excels when all its related disciplines and functions are well integrated as an entexiseesiliency initiative.
Bridging proactive and reactive zones are alwaysareimg as we can see below that while disciplines be
integrated, there is 15% improvement in Crisis Management compared to 2009 and there is also a substantial
in Emergency Management, which demonstrates BCM as an entexrpideedomain and nojust a discipline focuseq
on survivability of the organization. As we can see in the above data graphs, there seems a tremendous imprg
in DR (IT focus) as this not only exemplifies the maturity in IT discipline but also highlights a steady a
coordinated relationship between IT and BCM, which at times, poses the biggest challenge.
It is indeed promising to see that BCM discipline has started to make a paradigm shif¢febghy (i to Y NS & &
notion.

- Sohail Khimani, CBCP, MBCI
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Study Question 01 AAOA AET T OA Alil OEAO Apbi U O AAOA
program status under your direction and management. Please check all that apg/An

assessment odll studyrespondents.)
*Om 1T £ 2A0D6 Al i1 OCo%wlduext&multipld @efedtidns. v T

The table below indicates all study respondents and their current status of the continuity program, regard
program maturity @ how long the program has been in existence.

In a review of the responses for overall status of the program, variances were minimal in both a positi
negative direction. This is not surprising with the business climate over the past few feamns.a positive view, if
is significant that during the financially stressed business environment, programs have successfully man
sustain, or minimally decrease their business continuity program. The largest change was a growth by 7
2009)in those organizations implementing a corporat@e BC program. One could read into the results t
simple point solutions are now being replaced by corposaige for on Business Continuity.

A few categories did indicate a step backward in plannisgch as the following: A full functionin
executive/leadership transition is in plac&%o), A full functioning pandemic preparedness policy is in ptaée)
Maintain an exercise schedule in order to identify new potential vulnerabilities or weaknestes ¢urrent BCM
program €1%), Maintain an assessment and audit schedule of the BCM program to ensure the program i
date and complete-2%), Implemented an awareness and training program to promote and educate the ¢
organization on the BCM pgram ¢3%) and Policies and procedures are in place to interact and coordinate
external agencies in times of a disast&%). These are small variances and therefore may not indicate a trend

- Ann Pickren

While trying to engineer justifications et senior management suppotiusiness continuity disciplingasused to
be considered as & 6 kbQrhei¥or years This was changed prior to financial meltdown where much focus
resources were dedicated tbusiness continuity disciplindHowever, ctrently, in the time of financial distress
companies are scrutinizing their spending cautiously. Wthitesignificance and criticality dfaving an enterprise
wide business continuity procebsis been acknowledgedanagers now seem reluctant to commétsources and
it seems like business continuity discipline has been put into intensive care.

This is evident from thelata graph belowwhere majority of data points indicates no significant improvement
the program status whereas in few categories, ¥e® see a negative impact in areas such as, exercising gléans
and BCM training investments3@o), which are critical towards the success of BCM efforts.

Given theglobal statistics, the need for a solid BCM Programevédent and imperative Howeve, with the
pressures on manageidue to austerity and cost conservatisnt can be difficult to convince management th
reinforcement of BCM is pruderdt the time, whenglobal recession is treating companies very harshly.

- Sohail Khimani, CBCP, MBCI
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Status of Program

4%  Improvement
Offsite data recovery only - from 2009

5%  Improvement
There are contingency plans in place for IT DR functions from 2009

There are no business continuity and/or IT disaster recovery plansiny

Some departments/divisions have business contintity p! <+ 1% Improvement
from 2009

Currently obtaining or have management support and formulating the BCM proé (3
framework to include contingency strategies, resiliency needs, recovery objecti
operational and enterprise risk management and crisis management plans.

Currently conducting BIA or risk assessme

Currently developing and implementing BC and/or IT DR plans that meet the n|
of the organization.

Currently assessing an Emergency Operations Ce

Currentlyimplementing an Emergency Operations Cer

Afull functioning Emergency Operations Center is in pl

Policies and procedures are in place to interactand coordinate with exte
agencies in times of a disaster.

A Crisis Management process and planisin pl

A Crisis Communications programis in ple 2009

1 H 2010
Considering conducting an enterprise risk assessment for the board and/ or s¢

A
management. 4% Improvement m 2011
] from 2009

Currently conducting an enterprise risk assessment for the board and/ or se
management.

Incorporated a full enterprise risk management program with controls in place
avoid or mitigate potential risks.

Implemented a full functioning, corporate wide BCM program that meets thé
2NBIYATFiA2yQa O2yiAy3SyOes NBaAf Al
and crisis management needs. +— 7% Improvement

Implemented an awareness and training program to promote and educate from 2009
entire organization on the BCM program.

Maintain an assessment and audit schedule of the BCM program to ensur
program is up to date and complete.

Maintain an exercise schedule in order toidentify new potential vulnerabilities!
weaknesses in the current BCM program. Analyze findings to elevate the prog

Currently developing a pandemic preparedness po
Currentlyimplementing a pandemic preparedness pol

Afull functioning pandemic preparedness policy is in pli

“
Y ]
R

Currently developing an executive/leadership transition pl

1 <+«—4% Improvement
Currentlyimplementing an executive/leadership transition pl from 2010

Afull functioning executive/leadership transition is in pla ‘ ‘

R
* rd o e

*  Questions not included ithe 0% 50% 100%  150%  200%  250%
2009 BCM Study.
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Budgeting

Describe how continuity program expenses are budgeted under your direction and managem
(An assessment dll studyrespondents.)

Budgeting of Program Expense

8% Decease from 2009

i =

T T
Program ExpenseBrogram Expenses No Defined
Allocated Allocated to Other Budget
Independently Departments

While it seems logical to blame the struggling economy on the decrease of expenses allocated independently]
increase in no defined budgets, other important factors likely influence these trends. Tdwees are also critical i
defining how money will be spent in the near future.
During the above time period, there has been a shift of pushing technology and service solufigfin@nt by external
third parties. With this shift, it is up to théiird party to package the solution with recovery costs built in, which less
the budgetnecessity andlollars needed form2 NB | y A interiiak BCyP€bgram. Howeverganizations are quickly
realizing that they cannot contract out the risk to thpdrties. Regulations such as-8BA are requiring organizations t
increase their oversight of critical third party BC compliance, which may result in an increase of budgets def
YFEylF3S GKSaS yS¢g O2yiNRta GKIFGBEE&RMG2 0S YIyl3ISR
- Philip Bigge

Study Questiok 7EAO EO UIT 00 Al i PATUBO ADPDPOIT GEI AOA
program expensesq{An assessment ddll study respondents.)

Average Expenditures by Budgeting of Progra

$7,000,000 7~
$6,000,000 1.

$5,000,000 +_~
$4,000,000 +_~
$3,000,000 +*
$2,000,000 -
$1,000,000 -

o
-
e
e
-
/”’

-
i -
o

$0

Program Expenses
Allocated
Independently

Program Expenses
Allocated to Other
Departments

No Defined Budget

$2,233,235

$5,527,214

$756,463

$2,277,273

$6,670,751

$955,137

$1,515,813

$2,528,585

$805,521
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Study Question Please specify budget revisions fohe next yearfor each budget line itemg
Increase, Decreasé)Jnchanged or Not Sure.(An assessment cdll studyrespondents.)

Budget Revisions for the Next Yee

Increase Decrease  Unchanged  Not Sure

Data figure above indicates that more respondents are indicating no changes in the program budget versus de
the budget. This would seem to indicate that those corporations that are cutting budgets are doing so drastical
the budgets decreased in the previous graph.

Personnel

Study Question- Please indicate how many fultime employees (FTE) and/ or partime
employees (PTE) you have dedicated to your continuity program? Please confirm that
number below is the total FTE and PTE headcount for all locations endour direction and
management. (Autesum function built into study.) (An assessment cdll studyrespondents.)

Dedicated Personnelto Progran

Fultime Staff Parttime Staff
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Given the earlier findings on the increase in the numisiedisciplines associated with BCM and closer integration of th
disciplines towards an enterprisgide resiliency focus, it is not surprising to see an increase in the number of deq
personnel to continuity programs with a corresponding reductiompart-time personnel. This is a significant testamg
that organizations are seeing value in BCM and recognizing the fact that the function is important enough to \
dedicated resources in order that it received the attention it deserves.

- KennySeow, CBCP

Study Question-How many fulktime employees (FTE) and/ or partime employees (PTE
dedicated to the continuity program you plan to hire ithe next yea? Please confirm that th
number below is the total number of proposed new personnel for all locations under y
direction and management. (Autsum function built into study.) (An assessment odll study
respondents.)

Hiring Dedicated Personnelto Prograr

Fulktime Staff Parttime Staff

The finding indicates that the trend of dedicating resoureBCM is set to continue, giving credence that the incre
in the number of dedicated futime personnel to BCM from the previous graph may not be aah@henomenon.
This is perhaps one reflection of the increasing maturity of BCM in organizatidnsrganizations are planning fq
growth in this area.

- Kenny Seow, CBCP
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Study Question- Will you be reducing your fultime dedicated continuity program staff inthe
next yearunder your direction and management?(An assessment dll studyrespondents.)

Reduction of Fultime Dedicated Staff

Study Question If yes, what are the reasons for reducing your dedicated comniity program

staff in the next yea?P Please select all that apply(An assessment cdll studyrespondents.)
* Total percent may exceed 100% due to multiple selections

Reason for Reduction in Dedicated Program Person

2009

‘_’, m 2010

m 2011
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Organizational Reporting Strture

Study Question - Which department best describes the reporting structure of your progra
under your direction and management? Please select the best response from the follo
departments. (An assessment ddll study respondents.)

Reporting Structure Department Owner

The reporting structure of a Business Continuity Management group can often define the direction and succes
overall program. It is therefore important when establishing a program to carefully understandnigue businesy
activities of an organization and appropriately define the reporting structure. Information Technology (IT) contin
command the largest percentage of reporting structure for organizations. However this may hinder the succes;s
overall program since IT is a support function and Business Continuity Management is a business driven progra
the 2009 to 2011 time period, the Business Continuity Office experienced a 6% increase (representing the
percentage change in arBryear comparison). This may be the result of an organization moving up the maturity 1

and understanding the significant role of Business Continuity Management in the overall Enterprise Risk Mang
(ERM) program.

- Jerome P. RyaGBCP
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Study Questionz Under the current department ownership, do you agree that the continui
program is best situated within your organization for maximum visibility? Selection choig
include strongly disagree, disagree, neutral, agree and strongly agre@n assessment of al
studyrespondents.)

Positioning of Program for Maximum Visibility

m Business Continuity Offic

m Corporate Offices
-Information Technology
Operations

H Risk Managemen

W Security Information

Disagree Disagree Disagree

¢KS OKFy3aS Aa yS3ItAIA0fSd ¢KS O2yaSyadza akKz2ga

LIN} OGiAOSa¢ AYRAOIGS AG aKz2dZ R 0Sd . 200G2Y tAySY

makes the most senseivgn its (RM and ERM) strategic and functionally independent (similar to Internal A

role/visibility within an organization. Using this rationale, it does not surprise me that the other responseg

waned/decreased over the years.
- Jeff Dato, MBCP
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ProgramSponsorship

Study Question Please specify by job title who is totally engaged and sponsoring the contin
program functions. Please select the best responé&n assessment of all studgspondents.)

Program Sponsor

| believe this shift in oversight is directly attriied to recent highvisibility events that have rocked/slayed numero

global organizations. With the S&P mandating ERM from creditworthiness standpoint, BODs are taking EH

more seriously than ever. The increase of Risk Committees is on the upswshggaversight into the BOD suite.
- Jeff Dato, MBCP
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Study Question- If the program is being sponsored by a Chiéffficer or above, is this perso
really engaged in your opinion? Rate on a scale of 1 to 5 with 1 meaning Very Little Involve
and 5 meaning Very Involve(An assessment ddll study respondents.)

How Engaged is Sponsc

W Board/ Executive Committee

M CEO Chief Executive Office
CIO/CTQG Chief Information Officer
CFO Chief Financial Office

B COO Chief Operating Office!

B CRO Chief Risk Officel

Not Involved| Involved | NotInvolved Involved Involved

Tying back to the last twoharts, this is not surprising. The increase in executive oversight is tied directl
aforementioned high profile/trigger events data breaches (IT), increased regulatory and shareholder scr
(Board/CEOQO), economic decline/lower profitability (CH@gnsified interest in ERM following predatory lendir
YR AYONBFASR ylFiddaN*t RAAFIAGSNAKkSOSYyda 6/ wh ognot
a luxury.

- Jeff Dato, MBCP
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Study Question- Do you contract with a thirdparty hot site/ alternate site technology
recovery vendor under your direction and management?(An assessment ofall study
respondents.)

Contract with a ThirdParty Hot Site/ Alternate Site Provide|

EEth

Yes, Yes, mixed Yes, mixed No, internal No, internal No, currently No recovery Doesn't apply
exclusively at between between solution at solution at  considering solutionin  to program |
vendor multiple vendorand primary site alternate site  recovery place manage
vendors internal solution

recovery

h@SNJ GKS LI &0 Ré&tnued SecrgaSemafiernaté te/coritractQvith third party vendors. As our s
shows, this trend has continued over the last three years showiareaseof 4% from 2009 to 2011Some key|
underlying reasons for this trend include:
a) More stringent contiuity requirements for heavily regulated industries (i.e. banking, healthcare, and energ
prompted organizations bring solutionsfimuse.

b) As requirement became more stringent, some third party solutions turned out to be to cost prohibitive.

c) Improved tetinologies (such as virtualization) facilitate deployment of dedicated, internal solutions,
traditionally dependent on third party sites.

On the other hand, as organization bring BC/DR solutions for their most business critical functions/systemseijn

they are also expanding the scope of these capabilities to the next levels of criticality. Additionally, market forces

globalization and tight, interconnected supply chains have raised the need for BC/DR capabilities in industries

retail ard manufacturing. All of these factors contribute to an increase in solution that require a combination of in

and vendor solutions. As shown in the graph this combined solution architecture grew by 3% between 2009 and
- Alberto Jimenez, CBCP,PMP

Copyright ©201BC Managment, Inc.| An Exclusive Board Revif@onfidentialto BCM Study Respondents Page21



Considering Internal Recovery Capabili

Vendor Utilization

Do you utilize software planning tools automated emergency notificationtools, or mobile
recovery solutiongo assist with your Business Continuity Management program initiatives und
your direction and management?An assessment of all studyespondents.)

Utilization of Vendors

B Software
B Notification Alerts

Mobile Recovery

As organizations require more sophisticated solutions, they & laoking for better tools to support the developme
and continuous improvement of these capabilities. We can see this trend in the graph whichahosi®ase in software
utilization (4%)and notification alertg9%)between 2009 and 201Lonverselywe can also see a decrease in the use

Mobile Recovery-8%), as this type of solutions is generally seen as less sophisticated and difficult to test.
- Alberto Jimenez, CBCP, PMP
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Reasons for Planning, Regulatory Requiremen
Organizational Certification

Study Question- Please rate the following primary reasons for developing & maintaining
program on a scale from 1 to 5 with 1 meaning LOW PRIORITY and 5 meaning HIGH PRIOR
(An assessment of all studgspondents.)

Reasons for Developing and Maintaining a PrograRercent of Respondents Indicating
"Priority" or "High Priority"

Protection of reputation and brand of organizatiot

Organization wants to protectand increase its economic val

Organization wants to ensure safety of their employe«

Organization wants to be perceived to be compliant with good Corporate Governe
Organization wants to be globally competitive and must comply with international stande
Insurance policy recommendatio

Contractual agreements/servidevel agreements

Customer requirement

Right thing to do

Good business sens

In response to audit results/recommendatior

Comply with regulations or law:

Protect stakeholders

Minimize future impact

History of business interruption(s j
U U U = U

T
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
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Study Question- What regulatory requirement am/ or standard do you model your Busines
Continuity Management program after. Rate on a scale of 1 to 5 with 1 meaning LOW PRIO

and 5 meaning HIGH PRIORITY. Please include Not Applicable (N/A) if the regul
requirement and/or standard do not appy to your organization. (An assessment of all stud

respondents.)

In the period under consideration, ie between 260911, the top 5 regulatory organizations have are: [
International Professional Practices, NFPA 1600, Sarbanes Oxley, BS 25929 Basiness Continuity
Management Systems. During this period the highest growth (increase) was witnessed by BS25999
Business Continuity Management Systems (12%) and HIPPA (10%R%9Eahq OSHAGQ6) recorded the

biggest decline during thjgeriod.
Unfortunately, there is no annotation or indication that gives an indication or explanation as to the incre

and decline in some of the institutional organizations.
- Gideon Femukwai, CBCP, CEM
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