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— THIS IS A SAMPLE CUSTOMIZED BENCHMARKING REPORT ONLY-

HAVE YOU EVER NEEDED DATA TO ASSESS OR ELEVATE YOUR PROGRAM?

BC Management can provide a customized benchmarking report tailored to your
specifications. There are 9 filter options available to choose from that you may mix and
match to create a report which targets the information you need. BC Management then
creates the final product for you (similar to this one).

We have been providing benchmarking services since 2006, but this year we raised the bar
to another level! In combination with a new, advanced reporting technology we are able
to turn our business continuity benchmarking survey data into a true benchmarking
service exclusive to this industry.

a. / al ylr3asySyiadQa
studies were extremely helpful in
comparing our BCM program to our
O2YLISGAG2NR 2N 2101

We really appreciated all the help and
wisdom and we were extremely grateful
for their expertise. As a result, we were
lofS G2 R2dzf S 2 dzN

Director, BCP ¢ Healthcare Organization

BC
MANAGEMENT
Benchmarking. Plan Ahead. Be Ahead.

Additional information is included at the back of this sample report. For more information or to
order a report please email us at info@bcmanagement.com or call us at (714) 843-5470 or
toll free within the United States (888) 250-7001.

— THIS IS A SAMPLE CUSTOMIZED BENCHMARKING REPORT ONLY—

Copyright ©2009 BC Management, Inc. All rights reserved. SAMPLE CUSTOMIZED REPORT




Table of Contents

Introduction
Reporting History 5
Study Methodology 5
Assessment of Data & Reporting 6
Participant Data & Respondent Characteristics ~ includes requested filters LIS NJ Ot A S f6rith@ Benchndsrirdgfeord. 6¢9
Business Continuity Program Management Awareness Study Points
9 Do IT/ Disaster Recovery and Business Continuity strategies support the needs of the 10 c11
organization?
9 Does the program foster relationships with other organizations and/ or external agencies? 11
Program f  How well integrated are other or.ganiz:.ationfa\l disciplines withir\ the business continuity
Maturity management program? Our business intelligence dashboard interface offers further 12
assessment.
What is the average budget for program expenses and average full-time and part-time 12
employees by maturity rating of program?
f  What is the current state of the continuity program by level of maturity? 13
I How are continuity program expenses budgeted? 14
What are the items included in the budget, percent of total budget and monetary budget 14
Budgeting amount per item?
I  What are the planned program budget revisions for 2009? 15
 How much will each item within the program budget increase or decrease? 15
 How many dedicated full-time and part-time employees for programs with multiple 16
disciplines?
f How many dedicated full-time and part-time employees for programs with one discipline? 17
Personnel I Are there hiring initiatives for programs with multiple disciplines? 17
I Aretheir hiring initiatives for programs with one discipline? 18
Will the organization be reducing full-time, permanently employed staff who are dedicated 18
to the program? If yes, what is the primary reason behind the downsizing?
.. f What department does the program report to? Is the program best situated for maximum
grgam?atlonal visibility? Our business intelligence dashboard interface offers further assessment. 19
S:,z:::::  What department(s) are being considered or preferred to best situate the program for 20
maximum visibility?
9 By job title, who is totally engaged and sponsoring the program? 21
9 If a chief officer or above is sponsoring the program, please rate how engaged this
individual is in the program planning and management process? Our business intelligence 21
Program dashboard interface offers further assessment.
Sponsorship What is the level of separation from the executive committee for the individual who is
sponsoring the program? Is a different level under consideration? Our business 22
intelligence dashboard interface offers further assessment.
What level of separation from the executive committee is being considered or preferred to 22¢23
best situate the program for maximum visibility?
9 How often is a Business Impact Assessment (BIA) for critical and non-critical organizational 23
processes conducted?
9 Does the organization leverage the outcome of the BIA and/ or risk assessments to elevate 24
Program the program?
Assessmept- 9 Are plans exercised? 24
and Exercising ; _ . T " ;
Plans How often are the plans exercised for mission critical IT assets, mission critical business 25
functions, less critical IT assets, and less critical business functions?
 What scenarios are implemented to exercise the plans? 25
f How often do internal and external auditors review the program? 26
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I Has the business continuity management program been activated in the last year? 26
I What events lead to activating the business continuity management program? 27
 What was the frequency of the different events that resulted in program activation? 27
I  What was the level of response by event? 28
T What was activated within the program by event? 29¢ 30
Program 1  What was the impact to employees by event? 30¢31
Activation 1 What was the scale of impact by event? 31¢32
9  How was the business impacted by event? 33¢34
 What was the business resumption period by event? 34
What was the estimated financial loss by event? 35
I What occurred specifically with the program activation for each of the top 10 most impactful 36 ¢ 38
events by estimated financial loss?
1 2KSY I ONRGAOFE aeadsSy TFlLAfaszs gKI (poktdf (K 38
Recovery Time availaﬂbility/ up tir?e for tlje sefvice? _ i _
T 2KSY I ONAUAOIf aeausSy FIFIAfaz 6KIFIud Aa UK 39
recoverability?
9  Does the organization currently contract with a third-party hot site/ alternate site technology 39 ¢ 40
provider? If yes, which provider(s)?
.I:Zf:gr\:z:':gy 9 If currently utilizing a third-party hot site/ alternate site technology provider, is the organization 40
Solutions considering an internal recovery capability?
Internal or I Has the technology recovery solution changed in the last two years? If yes, what was the 41
External previous technology recovery solution?
 Isachange being considered to the technology recovery solution in 2009? If yes, what 42
technology recovery solutions are being considered and what is the estimated budget?
. 9 Does the organization currently engage contractors to assist with program initiatives? 42
ICnt::i:ltlil‘tl:sg 9 If yes, what is the longest length of time for engaging a contractor? 43
9 Engaging in consulting work in 2009? What consulting initiatives are being planned in 2009? 43¢ 44
9 Currently utilizing a software planning tool? If yes, which software provider/ tool? 45
I If not currently utilizing a software planning tool, is this a consideration for 2009? If yes, what is 46
the estimated budget for a software planning tool?
Vendor 9 Currently utilizing a notification tool? If yes, which notification provider/ tool? 46 ¢ 47
Utilization I If not currently utilizing a notification tool, is this a consideration for 2009? If yes, what is the 47
estimated budget for a notification tool?
I Currently utilizing a mobile recovery solution? If yes, which mobile recovery provider? 48
I If not currently utilizing a mobile recovery solution, is this a consideration for 2009? If yes, what 48
is the estimated budget for a mobile recovery solution?
Managing 9 Does the existing program account for offices/ facilities outside the current location? 49
g;::::eerssed 9 How is the business continuity program being managed for the dispersed offices/facilities? 49
Reasons for What are the primary reasons for developing and maintaining a program? 50
Planning, . N
Regulatory f  What regulatory requirement and or standard do organizations model the program after? 51
g?q:;::::;:::l& I Has your organization achieved a certification in a standard? 52
Ceftification If no, i_s th.e organiz.a.tion. considering achie\{ing an organizational certification? If yes, which 5253
organizational certifications have been achieved?
Customize a Business Continuity Program Benchmarking Report exclusively for your organization. 53¢54
Thank you to our board, sponsors and those organizations who distributed the report. 54
About BC Management, Inc. & Where to Download Complimentary Business Continuity Management Compensation Reports. 54

Copyright ©2009 BC Management, Inc. All rights reserved.

SAMPLE CUSTOMIZED REPORT




,4/)]/ ‘ Reporting History

Since 2001 BC Management, Inc. has been gathering data on business continuity management programs and compensations to
provide professionals with the information they need to elevate their programs. Each year our organization strives to improve upon
the study questions, distribution of the study, and the reporting of the data collected. Below is a timeline detailing BC
alyrasSySyiQa SAIKG @8SINR 2F o0dzaAaAySaa O2ylAydzide NBLR2NIAY3

2001 - First BC Management Study Launched

uBC Management's first annual business continuity management study was launched. The study focused exclusively on the factors that
impact compensations within business continuity and related disciplines.

2005 - Program Management Section Added

T he study expanded to also include issues of importance in managing a business continuity program.
uBC Management published the first Business Continuity Management Benchmarking report.

2006 - Study Gained International Recognition

uBC Management launched an international distribution campaign to increase respondents worldwide.

uFor the first time BC Management published customized business continuity compensation reports for Canada, the United Kingdom, India,
and Asia Pacific.

uBC Management began offering customized program management benchmarking reports tailored to a companies specifications including,
but not limited to industry, revenue, number of company employees and/or number of company locations.

2009 - Study Elevated with Benchmarking Advisory Board and Advancement in Reporting

uYhe BC Management International Benchmarking Advisory Board* was formed to review the study and reporting to ensure it reflects topics
of importance.

WNorldAPP Key Survey, a leader in survey technology, was selected to host the on-line study and assess the data. The reporting technology
built into the study has significantly enhanced our ability to assess the data and thus has given BC Management the ability to offer a true
business intelligence dashboard assessment tool tailored for business continuity.

WIhe study was distributed in 5 languages, including: English, Spanish, French, Japanese and Chinese.

* The advisory board is composed of 20 international thought leaders coming from the United States of America, Canada, Latin America, the
United Kingdom, Singapore, Australia, China, Japan, and India. Our board is comprised of professionals in not only business continuity, but also
risk management, emergency management, high availability and environmental health and safety.

o
.4,1] Study Methodology

The on-line study was developed by the BC Management team in conjunction with the BC Management International Benchmarking
Advisory Board. WorldAPP Key Survey, an independent company from BC Management, maintains the study and assesses the data
collected. The study was launched in February of 2009 and the study remains open for the duration of 2009. Participants were
notified of the study primarily through e-newsletters and notifications from BC Management and from many other industry
organizations. A full list of participating organizations is included within this report. The study has been translated in 5 languages
and it accommodates professionals who are permanently employed on a full-time or part-time basis, self-employed as an
independent contractor or unemployed. Respondents receive a unique path of branching questions, which is dependent upon their
experience and employment status. The study is coded with extensive logic to ensure a correct question branching path and to
eliminate unintelligible data. It is comprised of two sections spanning over 100 questions. The first section focuses on the factors
that impact compensations within the business continuity and related professions. The second section focuses on business
continuity program management initiatives, which includes budgets, dedicated personnel, organizational reporting structure,
maturity of the program, exercises, auditing, vendor utilization, program activation during an event and much more. Respondents
to the study have the option to complete one or both sections. Only those respondents who manage a program within business
continuity or a related discipline qualify to complete the program management portion of the study. All participants are given the
option of keeping their identity confidential.
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ijj/ Assessment of Data & Reporting

BC Management is continuously reviewing and verifying the data points received in the study. Data points in question are confirmed
by contacting the respondent that completed that study. If the respondent did not include their contact information, then their
response to the study may be removed. With our eight years of expertise in collecting and assessing such data points, BC
Management has an exceptional understanding of what is considered questionable or unintelligible data. To date BC Management
has contacted over 200 professionals to confirm their study response.

WorldAPP Key Survey built a customized reporting tool for BC Management, which enables us to prepare customized benchmarking
reports basedon | Of A Sietii Tha restitlislp report that provides a unique understanding on how your program compares to
competitors or other similar organizations. Before creating the customized report, we verify the filters selected by the client and
confirm the number of respondents that will be included in their customized report. The charts and tables are instantaneously
created once the client agrees to the framework of the report. The client receives a PDF document, which details the study data
(within their filter specifications) covering 15 business continuity program management awareness topics. Additionally, BC
Management offers a business intelligence dashboard format that may be used for further assessment. The business intelligence
dashboard allows the client to further assess the data points within their customized report in a dynamic, user friendly interface.
Study respondent contact/company information remains confidential and is never revealed. The charts and graphs will reflect what
respondents answered in the study. If an option within a question is not selected by any respondents, than that option will not

appear on the charts and tables that have been automatically created. Within the study there were several questions that allowed a

respondent to select multiple options within a question, which resulted in the total percent of respondent calculations to exceed
100%. A notation has been included for each of these questions. The total percent may also approximately equal 100% due to
rounding up the data points. Incomplete/partial study responses were included as appropriate within the report.

\ / = = = -
4,0 Participant Data & Respondent Characteristics

As of July 15, 2009, 2,987 individuals from 73 countries K+ &S LI NI A OA LI G SR ™ Anyfual Businesa GonftihudlyS Y S y
Management Study. All currency conversions were tabulated on July 15, 2009.

Requested filters by XXX Company
f  Revenue Band: $XX - SXX
Country: XXXXX
I Distrbution of Company Locations: XXXXX
Industry: XXXX

¢IL{ L{ ! {lat[9 w9Othw¢ hb[, Chw ¢19 t! wth{ BCUTOMIEDBEENCHMARKINGL b D ¢ 1 9
SERVICE OFFERING. THIS REPORT CONSISTS OF 48 RANDOMLY SELECTED STUDY RESPONSES.

Copyright ©2009 BC Management, Inc. All rights reserved. SAMPLE CUSTOMIZED REPORT




,‘vﬂ Participant Data & Respondent Characteristics Continued

Number of Company Locations - Corporate/ Operational Functions

101-300 501-1,000 1,001-5,000 5,001-10,000 hore than 10,000

Number of Company Locations - Retail/ Customer Interfacing

101-300 a01-500 401-1,000 1,001-5,000 Mare than 10,000

Number of Company Employees
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,‘vﬂ Participant Data & Respondent Characteristics Continued

Distribution of Company Locations

8.33% 8.33%
2.08% 2.08%

1-Citywide 2-Statewidel Province 3-Redional fwithin one country) 4-Plational (ohe country) 5-Regional (multi country) 6-Global

Scope of Program

Number of Disciplines Managed Within the Program

1 Discipline 2 Distiplines 3 Disciplines 4 Disciplines 5+ Disciplines
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,"yﬂ Participant Data & Respondent Characteristics Continued

Disciplines Managed Within Program

Total percentage may exceed 100% due to respondents selecting multiple disciplines

Program Maturity - Self Rating

Very Immature
- 0%
B |mmature

12.50%

E Neutral
B Mature

® \Very Mature
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Program Maturity

To your knowledge, do you feel your current IT/Disaster Recovery strategies adequately
support the needs of your organization? If no, please select which best describes future
action for improvement.

To your knowledge, do you feel your current IT/DR strategies adequately support the needs of your organization?

M o
M ves

If no, please select which best describes future action for improvement.

Change is being considered. Mo change being considered. We are committed to change in 2009
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To your knowledge, do you feel your current Business Continuity strategies adequately

support the needs of your organization? If no, please select which best describes future
action for improvement.

To your knowledge, do you feel your current BC strategies adequately support the needs of your organization?

M No
M ves

If no, please select which best describes future action for improvement.

Change is being considered. Mo change being considered. We are cammitted to change in 2009

In your opinion, does your organization strive to maintain and foster relationships with
external agencies to ensure the recovery of your organization during a disaster? If your
organization is an external agency, do you strive to maintain and foster relationships with
other external agencies and outside organizations? Please rate on a scale of 1 to 5 with 1
meaning strong disagree and 5 meaning strongly agree.

In your opinion, does your organization maintain and foster relationships with external agencies

1 - Strongly Disagree 2 - Disagree 3 - Meutral 4 - Agree A - Strongly Agree

Rating
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How well integrated are the following within your organizational Business Continuity
Management program? Please rate on a scale of 1 to 5 with 1 meaning NO INTEGRATION
and 5 meaning COMPLETELY INTEGRATED.

- The business dashboard assessment will allow further assessment of this chart in correlating the integration of other organizational
disciplines with the self rating of the program maturity level.

5-
Program Integration 1-No Completely
Integration 2 3 4 Integrated

Audit 23.68% 5.26% 7.89% 5.26% 57.89%

Business Continuity Process (Business
Focus)

Compliance 13.68% 8.42% 17.89% 20.00% 40.00%
Crisis Management 9.12% 14.60% 23.18% 28.28% 24.82%
Disaster Recovery Process (IT Focus) 14.23% 16.13% 24.48% 21.25% 23.91%
Emergency Management 12.62% 13.37% 25.50% 21.53% 26.98%
Health & Safety - Occupational 2.63% 13.16% 71.05% 5.26% 7.89%
Health & Safety - Environmental 2.63% 15.79% 26.32% 31.58% 23.68%
Information Technology 0.00% 3.51% 21.05% 31.58% 43.86%
Records Management 5.41% 16.22% 21.62% 37.84% 18.92%
Risk Management - Enterprise 0.00% 9.57% 27.66% 29.79% 32.98%
Risk Management - Insurance 5.26% 31.58% 21.05% 15.79% 26.32%
Risk Management - Operational 10.07% 17.27% 23.74% 21.58% 27.34%
Security - Physical 0.00% 11.11% 11.11% 55.56% 22.22%

Other - Please indicate other
0, 0, 0, 0, 0,
responsibility 9.88% 13.58% 18.52% 30.86% 27.16%

8.77% 12.98% 27.13% 27.60% 23.51%

Table shows a correlation between three different questions. First Question Z What is your
AT T PATUGO ADPDPOI @EIi AOGA 10 AOOEI AOGAA AT 1T OA
expenses? Second Question Z How many full-time employees (FTE) and/ or part-time
employees (PTE) do you have dedicated to your continuity program? Third Question Z In
your opinion, how would you rate the maturity of your program? Please rate on a scale of 1
to 5 with 1 meaning VERY IMMATURE and 5 meaning VERY MATURE.

Scale of Program Maturity
Avg Budget Avg FTE Avg PTE % of Resp

2 - Immature $600,000 USD 2.00 0.00 4.17%
3-Average  $1,487,500 USD 2.75 26.25 25.00%

4 - Mature  $7,275,000 USD 6.20 0.60 58.33%
5-Very Mature  $3,750,000 USD 2.50 0.00 12.50%
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Table shows a correlation between two different questions. First Question Z In your
opinion, how would you rate the maturity of your program? Please rate on a scale of 1 to 5
with 1 meaning VERY IMMATURE and 5 meaning VERY MATURE. Second Question 7 Please
AET T OA All OEAO ApPbPIiU OF AAOAOEAA Ui OO I

under your direction and management. Please check all that apply.
-Om | £ 2A0P6 AT1 01T 1T AU AGAAARAA vtitm AOA OI I

Current State of the Business Continuity State of Program by Program Maturity Ratin
Management Program % of Very Very
Resp Immature Immature  Average Mature Mature

There are contingency plans in place for IT DR 12.86% 0.00% 0.00% 66.67% 33.33% 0.00%

functions only.

Some departments/divisions have business
continuity plans.

Currently obtaining or have management support
and formulating the BCM program framework to
include contingency strategies, resiliency needs, 36.67% . 12.50% 25.00% 50.00% 12.50%
recovery objectives, operational and enterprise risk

management and crisis management plans.

Currently conducting BIA or risk assessments. 63.81% . 7.14% 21.43% 64.29% 7.14%
Currently developing and implementing BC and/or IT

DR plans that meet the needs of the organization. 62.38% ) 7.69% 30.77% 61.54% 0.00%
Currently assessing an Emergency Operations
Center.

Currently implementing an Emergency Operations
Center.

A full functioning Emergency Operations Center is
in place.

Policies and procedures are in place to interact and
coordinate with external agencies in times of a 66.19% . 0.00% 16.67% 75.00% 8.33%
disaster.

A Crisis Management process and plan is in place. 89.05% . 0.00% 27.78% 61.11% 11.11%
A Crisis Communications program is in place. 75.71% . 0.00% 21.43% 71.43% 7.14%
Considering conducting an enterprise risk

assessment for the board and/ or senior 7.62% . 0.00% 0.00% 0.00% 100.00%
management.

Currently conducting an enterprise risk assessment
for the board and/ or senior management.
Incorporated a full enterprise risk management
program with controls in place to avoid or mitigate 56.67% . 0.00% 11.11% 88.89% 0.00%
potential risks.

Implemented a full functioning, corporate wide BCM
program that meets the org
resiliency, risk management, emergency
management and crisis management needs.
Implemented an awareness and training program to
promote and educate the entire organization on the 64.29% . . 10.00% 80.00% 10.00%
BCM program.

Maintain an assessment and audit schedule of the

BCM program to ensure the program is up to date 91.43% . . 16.67% 72.22% 5.56%
and complete.

Maintain an exercise schedule in order to identify
new potential vulnerabilities or weaknesses in the
current BCM program. Analyze findings to elevate
the program.

32.38% 0.00% 12.50% 50.00% 25.00% 12.50%

8.10% . 0.00% 0.00% 100.00% 0.00%

7.14% . 0.00% 0.00% 100.00% 0.00%

61.90% . 0.00% 20.00% 70.00% 10.00%

21.90% . 0.00% 25.00% 75.00% 0.00%

69.52% . . . 83.33%

91.43% . . 16.67% 72.22%
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Budgeting

Table shows a correlation between two different questions. First Question - Describe how
continuity program expenses are budgeted under your direction and management? Second
Question 7z 7TEAO EO Ul OO0 Al i PATU6O APDOI GEI AOA
program expenses?

B ting of Program Expen
udgeting of Progra [PENEES Avg Budget % of Resp

Program expenses are allocated independently from other functions within the $7.428.261 USD 54 55%

organization.
Program expenses are allocated to other department(s). $4,023,154 USD 29.55%

Program expenses do NOT have a defined budget. $514,286 USD 15.91%
Average Total $5,273,279 USD 100.00%

Table shows a correlation between three different questions. First Question Z Please specify
what is accounted for in your annual budget. Please check box if the line item is currently
included in your program budget. Second Question Z Please indicate the percent of the
overall program budget for each line item. Third Question 7 7 EAO EO Ul O(¢

approximate annual budget for contingency related program expenses?
-Om 1T £ 2 ARBget)tdmAniT@diBudgetds AT 1 O1 1 1 AU A @A Apkebelectionst v AOA OI 1 O1 OE

% of Resp Include
Budget Line Item Budget Item in % of Total INIELT
Total Budget Budget Budget Amount

Full Time Internal Staff 81.25% 14.62% $2,212,976.58 USD

fCé)(::r:JsSL)Jltants/ Contractors (Business 22 92% 3.85% $199.000.00 USD

Consultants/ Contractors (IT focus) 22.92% 3.46% $58,333.33 USD
Emergency Operations Center (EOC) 25.00% 3.46% $247,777.78 USD
Hot-site/ Outsourced Alternate Site 50.00% 8.85% $1,202,078.26 USD
Internal Recovery Site 33.33% 5.77% $1,363,183.33 USD
Software 47.92% 8.46% $173,465.91 USD
Notification/ Alerts 50.00% 8.08% $66,914.29 USD
Mobile Recovery 18.75% 3.46% $75,416.67 USD
DR Technology 33.33% 4.62% $2,990,000.00 USD
Exercises 70.83% 12.31% $160,537.50 USD
Training /Awareness 62.50% 11.15% $96,165.52 USD
Travel 62.50% 11.15% $83,655.17 USD
Other 6.25% 0.77% $5,000.00 USD

Average Total N/A 100.00% $8,934,504.34 USD*

*The average total budget in the table above does not equal the average total budget in the table at the top of the page because not
all respondents who answered the approximate annual budget for business continuity related program expenses indicated the
percent of total budget for individual budget line items.
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Please specify anticipated budget revisions for 2009 for each budget line item Z Increase,
Decrease, Remain the Same, or Not Sure.

Budget Item Increased Decreased Unchanged Not Sure

Full Time Internal Staff 5.41% 5.41% 78.38% 10.81%
Consultants/ Contractors (Business focus) 9.09% 36.36% 36.36% 18.18%
Consultants/ Contractors (IT focus) 0.00% 22.22% 66.67% 11.11%
Emergency Operations Center (EOC) 9.09% 0.00% 90.91% 0.00%
Hot-site/ Outsourced Alternate Site 27.27% 13.64% 45.45% 13.64%
Internal Recovery Site 26.67% 0.00% 73.33% 0.00%
Software 13.64% 4.55% 77.27% 4.55%
Notification/ Alerts 13.04% 4.35% 73.91% 8.70%
Mobile Recovery 12.50% 0.00% 75.00% 12.50%
DR Technology 15.38% 0.00% 84.62% 0.00%
Exercises 31.25% 6.25% 62.50% 0.00%
Training /Awareness 35.71% 7.14% 57.14% 0.00%
Travel 14.29% 35.71% 50.00% 0.00%
Other 33.33% 33.33% 0.00% 33.33%
Average Total 18.32% 10.69% 65.27% 5.73%

For each line item, if the budget increased or decreased then what percent do you
anticipate the budget for that line item to increase or decrease?

BUdget Item Increased Decreased

Full Time Internal Staff 7.81% 1.98%
Consultants/ Contractors (Business focus) 0.00% 5.79%
Hot-site/ Outsourced Alternate Site 6.30% 8.68%
Internal Recovery Site 9.42% 0.00%
Software 16.17% 0.22%
Notification/ Alerts 13.34% 0.00%
Mobile Recovery 4.65% 0.00%
DR Technology 1.76% 0.00%
Exercises 23.33% 0.17%
Training /Awareness 18.96% 1.53%
Travel A4.77% 11.86%
Other 0.22% 0.00%

Percent figures do not equal 100% as this is the average Increase and Decrease amount for each budget line item.
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Personnel

Table shows a correlation between two different questions. First Question Z Please specify all the
disciplines that you personally manage. Select all that apply. Second Question - If you personally manage
more than one discipline within your program, please indicate how many full-time employees (FTE) and/
or part-time employees (PTE) you have dedicated to your continuity program? Please confirm that the
number below is the total FTE and PTE headcount for all locations under your direction and

management. (Auto-sum function built into study.)
-Om 1 A& 28H08Di 1T 1 AU AGAAAA vtim AOA O 1 01 GEPI A OAI AAGET T 08

Disciplines i Current Personnel
Multiple Disciplines Managed in Program Avg FTE Avg PTE % of Resp

Multi-Discipline 18 30 79.76%
Audit 8 112 2.38%
Business Continuity Process (Business Focus) 20 57 32.74%
Compliance 65 10 12.50%
Crisis Management 28 43 25.00%
Disaster Recovery Process (IT Focus) 33 53 22.02%
Emergency Management 57 - 12.50%
Information Technology 80 6 8.33%
Records Management 12 61 11.31%
Risk Management i Enterprise 9 - 6.55%
Risk Management i Insurance 2 - 2.98%
Risk Management i Operational 14 11.90%
Security T Information 4.17%
Security i Physical 28 3.57%
Other 4 1.19%
Average Total 18 N/A

Average Number of Disciplines Managed per Respondent: 4.1
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Table shows a correlation between two different questions. First Question 7 Please specify
all the disciplines that you personally manage. Select all that apply. Second Question - If
you personally manage one discipline within your program, please indicate how many full-
time employees (FTE) and/ or part-time employees (PTE) you have dedicated to your

continuity program?

- This table has limited information because the majority of respondents personally manage more than one discipline
within their continuity program (6.67% of the respondents in this report manage one discipline within their
continuity program.)

Disciplines i Current Personnel
One Discipline Managed in Program Avg FTE Avg PTE % of Resp
Audit - - 2.38%

Business Continuity Process (Business Focus) 2.60 155.00 23.81%
Compliance - - 5.95%
Crisis Management - 15.48%
Disaster Recovery Process (IT Focus) 5.00 14.29%
Emergency Management 10.71%
Facilities Management 1.19%
Health & Safety - Environmental 0.60%
Information Technology 4.76%
Other 17.26%
Records Management - - 3.57%
Average Total 3.50 116.75 100.00%

Table shows a correlation between two different questions. First Question 7 Please specify
all the disciplines that you personally manage. Select all that apply. Second Question - If

you personally manage more than one discipline within your program, please indicate how
many full-time employees (FTE) and/ or part-time employees (PTE) dedicated to the
continuity program you plan to hire in 2009? Please confirm that the number below is the
total number of proposed new personnel for all locations under your direction and

management. (Auto-sum function built into study.)
-Om 1T £ 2A0P6 Ai 1011 1T AU AGAAAA vitm AOA O 101 OEDPI A OAI

Disciplines i Hiring Personnel
Multiple Disciplines Managed in Program Avg FTE  Avg PTE % of Resp Unsure

Multi-Discipline 75.68%
Audit 2.70%

Business Continuity Process (Business o
Focus) 18.92%

Compliance 5.41%
Crisis Management 16.22%
Disaster Recovery Process (IT Focus) 8.11%
Emergency Management 2.70%
Information Technology 2.70%
Records Management 5.41%
Risk Management i Enterprise 2.70%
Risk Management i Operational 5.41%
Security i Physical 2.70%
Average Total N/A
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Table shows a correlation between two different questions. First Question 7 Please specify
all the disciplines that you personally manage. Select all that apply. Second Question - If
you personally manage one discipline within your program, please indicate how many full-
time employees (FTE) and/ or part-time employees (PTE) dedicated to the continuity
program you plan to hire in 2009?

- This table has limited information because the majority of respondents personally manage more than one discipline
within their continuity program (6.67% of the respondents in this report manage one discipline within their

continuity program.)

Disciplines 7 Hiring Personnel

One Discipline Managed in Program Avg FTE Avg PTE % of Resp Unsure
Business Continuity Process (Business Focus) 1.00 3.00 60.00%

Disaster Recovery Process (IT Focus) 1.33 1.00 40.00%

Average Total 1.25 2.00 100.00% 22%

Will you be reducing your full-time dedicated continuity program staff in 2009 under your
direction and management?

Will you be reducing your full-time dedicated continuity program staff in 2009?

Mot Sure

If yes, what are the reasons for reducing your dedicated continuity program staff in 2009?
Please select all that apply.

If yes, what are the reasons for reducing your continuity staff?
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Organizational Reporting Structure

Table shows a correlation between three different questions. First Question - Which
department best describes the reporting structure of your program under your direction
and management? Please select the best response from the following departments. Second
Question Z Under the current department ownership, do you agree that the continuity
program is best situated within your organization for maximum visibility? Selection
choices include strongly disagree, disagree, neutral, agree and strongly agree. Third
Question - Is your organization considering a different department owner for the continuity
program to maximize visibility?

- The business dashboard assessment will allow further assessment of this chart in correlating the department owner
with the self rating of the program maturity level.

Considering a

Program Best Situated for Maximum Visibility Different
Department Owner?
Department Owner

% of Strongly Strongly

Resp Disagree  Disagree Neutral Agree Agree
Assurance/ Compliance 2.27% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 100.00%
Audit - Internal 4.55% 0.00% 50.00% 0.00% 0.00% 50.00% 50.00% 50.00%
Business Continuity Office 4.55% 0.00% 0.00% 50.00% 50.00% 0.00% 0.00% 100.00%
Corporate Offices 2.27% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 100.00%
Facilities Management 4.55% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 100.00%
Finance 4.55% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 100.00%
Human Resources 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Information Technology 29.55% 23.08% 23.08% 7.69% 30.77% 15.38% 7.69% 92.31%
Legal Counsel 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Operations 9.09% 0.00% 25.00% 0.00% 50.00% 25.00% 0.00% 100.00%

grfﬁ?:;am Management 2.27% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 100.00%

Risk Management 13.64% 16.67% 0.00% 33.33% 0.00% 50.00% 16.67% 83.33%
Security i Information 4.55% 50.00% 0.00% 0.00% 0.00% 50.00% 0.00% 100.00%
Security i Physical 9.09% 0.00% 0.00% 25.00% 25.00% 50.00% 0.00% 100.00%
Strategic Planning 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Individual business units 2.27% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 100.00%
Other 6.82% 0.00% 0.00% 33.33% 66.67% 0.00% 0.00% 100.00%
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If you are not considering a different department owner for the continuity program, which
department(s) would you prefer? Select all that apply.

- Total percent may exceed 100% due to multiple selections.

Those organizations not considering a change - Which department would you prefer?

Assurancel Compliance _B 93%
sudit- internal | G ¢ 25%
Business Confinuity Office _46 43%
corparate ofices |G - 2=
Facilities Management -5.35%
Finance .1.?9%
Infarmation Technolagy _16.0?%
Cperations _1?.86%
Security — Information _1429%
security— Prysical [ : -
stratecic Plarning | G- 071 %
Individual husiness units _1U.?1%
oter |7+

0% &% 0% 18%  20%  29%  30%  38%  40%  45%  S0%  58%  BO%  BA%  70%

If you are considering a different department owner for the continuity program, which

department(s) is being considered? Select all that apply.
- Total percent may exceed 100% due to multiple selections.

Those organizations considering a change - What departments are being considered?

Corporate Offices

Infarmation Technology

Operations

Rizsk Management
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Program Sponsorship

Please specify by job title who is totally engaged and sponsoring the continuity program
functions. Please select the best response.

Who is totally engaged and sponsoring the program?

Boardl General Councill Executive Cormrittee
CEQ — Chief Executive Officer
ClOf CTO — Chief Information Officer Chief Technology Officer
G0 SIS0 — Chief Security Officers Chief Information Becurity Officer
CFO - ChiefFinancial Officer
CRO - Chief Risk Officer
G0 — Chief Continuity Officer
Executive WP, Executive Directar, General Manager
Senior VP, Senior Director, Senior Manager
WP Directar
Assistant VP, Assistant Director, Manager

Specialist, Coordinatar, Planner

If the program is being sponsored by a Chief Officer or above, is this person really engaged
in your opinion? Rate on a scale of 1 to 5 with 1 meaning Very Little Involvement and 5

meaning Very Involved.
- The business dashboard assessment will allow further assessment of this chart in correlating the job title of the
program sponsor with the self rating of the program maturity level.

How is Engaged is this Individual?
Sponsoring Job Title
17 Very Little 571 Very
Involvement Involved

Board/ General Council/ Executive Committee 50.00% 0.00% 50.00% 0.00%

CEO i Chief Executive Officer 25.00% 50.00% 25.00% 0.00%

CIO/ CTO i Chief Information Officer/ Chief Technology
Officer

CSO/ CISO i Chief Security Officer/ Chief Information
Security Officer

CFO T Chief Financial Officer 0.00% 25.00% 75.00% 0.00%
CROi Chief Risk Officer 0.00% 0.00% 0.00% 100.00%
CCOi Chief Continuity Officer 0.00% 0.00% 0.00% 100.00%

0.00% 50.00% 50.00% 0.00%

0.00% 50.00% 50.00% 0.00%
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Table shows a correlation between three different questions. First Question Z What is the
level of separation from the Executive Committee for this individual? Selection choices
include 0 to 6+. Second Question Z Based on the current level of separation from the
Executive Committee, do you agree that the continuity program is best situated within your
organization for maximum visibility? Selection choices include strongly disagree, disagree,
neutral, agree and strongly agree. Third Question - Is your organization considering a
different level of sponsorship for the continuity program to maximize visibility?

- The business dashboard assessment will allow further assessment of this chart in correlating the level of separation

for the program sponsor from the executive committee with the self rating of the program maturity level.

Considering a

Program Best Situated for Maximum Visibility = Different Level of

Level of Separation from S

Executive Committee
Strongly Strongly

Disagree Disagree  Neutral Agree Agree Yes \[o}
40.91% 5.56% 5.56% 5.56% 61.11% 22.22% 5.88% 94.12%
18.18% 0.00% 0.00% 0.00% 25.00% 75.00% 0.00% 100.00%
22.73% 10.00% 30.00% 10.00% 40.00% 10.00% 0.00% 100.00%
15.91% 42.86% 28.57% 0.00% 28.57% 0.00% 28.57% 71.43%
2.27% 100.00% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00%

If you are not considering a different level of separation from the Executive Committee for
the continuity program, which level of separation would you prefer?

Those organizations not considering a change - What level of separation from the executive committes would you prefer for the individual sponsoring the program®?
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If you are considering a different level of separation from the Executive Committee for the
continuity program, to the best of your knowledge, what level of separation from the
Executive Committee is being considered?

Those organizations considering a change - What level of separation from the executive committee is Deing considerad for the individual sponsoring the program®?

Program Assessment & Exercising Plans

How often does your company review and update the BIA for organizational processes
deemed critical and non-critical?

Haowy often does your organization reviews and update the BIA for critical and non-critical organizational processes?

M Critical
Annually M ron-Critical

—
-2.38%

Every otheryear

Ewary three years

Less often than three years
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In your opinion, does your organization leverage the outcome of the BIA and/ or risk
assessments to elevate the program? Please rate on a scale of 1 to 5 with 1 meaning
Strongly Disagree and 5 meaning Strongly Agree.

Inyour opinion, does your organization leverage the outcome of the BIA and/ or risk assessments to elevate the program?

Do you exercise your program?

Do you exercise your program?

7.50%
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How often do you exercise plans for Mission Critical IT Assets, Mission Critical Business
Functions, Less Critical IT Assets and Less Critical Business Functions?

How Often do You Exercise Your Plans?

70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%
Monthly Quarterly Twice a Year Annually Every Other Lessthan
Year Every Other
Year

BMission Critical IT Assets 0.00% 2.78% 5.56% 25.00% 61.11% 0.00% 5.56%
EmMission Critical Business Functions 0.00% 2.78% 11.11% 22.22% 61.11% 0.00% 2.78%
OLessCritical IT Assets 16.67% 0.00% 2.78% 5.56% 33.33% 22.22% 19.44%
m|_ess Critical Business Functions 18.92% 5.41% 0.00% 8.11% 37.84% 18.92% 10.81%

What type of scenarios have you implemented to exercise your plans? Select all that apply.
- Total percent will exceed 100% due to multiple selections.

What type of scenarios have you implemented to exercise your plans?

Fercentages will exceed 100% due to respondents selecting multiple scenarios.
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How often do your internal audit department and external auditor review your program?

Howy often does your Internal and External Auditors Review Your Program™?

M Internal Auditors
M Exernal Auditors

Cluarterly
Bi-annually
Annually

Every other year

Ewery three yvears

Program Activation

Have you activated your Business Continuity Management program in the last year (2008)
under your direction and management?

Have you activated your Business Continuity Management program in the last year under your direction and management?
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Please indicate the events in which you activated your Business Continuity Program.

Causge of Program Activation

50.00%  50.00%

T111%  11.11%

Percentwill exceed 100% due to multiple selections.

What was the frequency of the different events that resulted in the activation of the
program?

Frequency of Each Event Resulting in
Program Activation
Explosion
. Power outage
Accident .
Spillage/ Leakage
Structural failure
Other

Civilian unrest/ Political instability

. Class action lawsuit
Human Disaster
Corporate fraud
Shooting
Terrorist activities
Other

Earthquake

Fire

Flood

Hurricane

Ice storm/ Winter weather
Tornado

Typhoon

Other

Hardware issues

Technical .
Server issues

Software issues
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What level was your response for the most impactful event in each category?

Pre-event Alert and Disaster Partial Full Disaster
Preparation Alert Declaration Declaration Others

Explosion 20.00% 15.00% 30.00% 35.00% 0.00%
Power outage 11.54% 21.15% 36.54% 17.31% 13.46%
Spillage/ Leakage 14.29% 7.14% 42.86% 35.71% 0.00%
Structural failure 14.29% 7.14% 42.86% 35.71% 0.00%

Other 23.81% 9.52% 28.57% 23.81% 14.29%
Civilian unrest/ Political
instability
Hpman Class action lawsuit 0.00% 100.00% 0.00% 0.00% 0.00%
DISaster Corporate fraud 25.00% 12.50% 18.75% 0.00% 43.75%
Shooting 14.29% 7.14% 42.86% 35.71% 0.00%

Terrorist activities 0.00% 29.41% 47.06% 23.53% 0.00%
Other 14.29% 7.14% 42.86% 35.71% 0.00%
Earthquake 10.71% 21.43% 42.86% 14.29% 10.71%
Fire 9.80% 17.65% 43.14% 21.57% 7.84%
Flood 15.15% 18.18% 42.42% 24.24% 0.00%

Natural Hurricane 17.19% 17.19% 40.63% 18.75% 6.25%

Ice storm/ Winter
weather

Tornado 0.00% 27.78% 50.00% 22.22% 0.00%
Typhoon 0.00% 25.00% 37.50% 37.50% 0.00%
Other 30.00% 30.00% 10.00% 0.00% 30.00%
Hardware issues 23.53% 8.82% 38.24% 17.65% 11.76%
Server issues 25.00% 16.67% 29.17% 12.50% 16.67%
Software issues 26.19% 14.29% 23.81% 19.05% 16.67%

Level of Response by Event

Accident

7.50% 17.50% 42.50% 22.50% 10.00%

18.64% 18.64% 35.59% 15.25% 11.86%

Technical

What is the level of response?

Pre-event Alert and Preparation Disaster Alart Partial Declaration Full Disaster Declaration

Other Levels of Response (as provided by respondents):
1. Earthquake caused no damage, lead to exercise and better planning. 2. Software was email failure. Alternate notification

procedure developed with IT. 3. Loss of network service still under evaluation, IT upgrades planned.
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What was activated for the most impactful event in each category? Select all that apply.
- Total percent will exceed 100% due to multiple selections.

lobal Incident
anagement Team

Program Activation by
Event

Explosion 0% 33% 0% 33% 0%
Power outage 5% 16% 7% 16% 7%
Spillage/ Leakage 0% 33% 0% 33% 0%
Structural failure 0% 25% 0% 25% 25%

Other 0% 25% 0% 13% 0%

Civilian unrest/ Political 0 . .
instability 0% 15% 0% 20%

Class action lawsuit 0%  50% 0% 0% 0%
Corporate fraud 0% 20% 0% 0% 20%
Shooting 0% 33% 0% 33% 0%
Terrorist activities 0% 11% 0% 22% 11%
Other 0% 20% 0% 0% 20%
Earthquake 0% 13% 0% 27% 7%
Fire 3% 18% 6% 21% 6%
Flood 6% 18% 6% 9% 12%
Hurricane 6% 11% 6% 12% 11%
Ice storm/ Winter weather 9% 17% 4% 22% 4%
Tornado 0% 29% 0% 43% 0%
Typhoon 0% 33% 0% 33% 0%
Other 0% 14% 0% 14% 14%
Hardware issues 14% 0% 43% 43% 0%
Server issues 14% 0% 43% 14% 0%
Software issues 14% 0% 43% 0% 0%

Business Recovery
(Work Area)

Call Center

Crisis Management
Emergency
Operations Center
(EOC)

Executive
Protection

Hot-site Activation
Mobile Recovery
Notification
Technology

Local Incident
Management Team
Regional Incident
Management Team
National Incident
Management Team

G
M

Accident

15%

@
&
%)
@
2
o
c
©
E
=
I

Technical
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What Was Activated?

Percentages will exceed 100% due to respondents selecting multiple program activations

Other Program Activiations (as provided by respondents):
Changed some operating procedures to help affected members, Crisis Communications and Global Health Team, Crisis management,

IT incident management team, and IT/DR recovery team.

For the most impactful event in each category, how many employees or staff members were
either Negatively Impacted, Displaced and/ or Placed at a Recovery Site?

Impact to Employees by Event Negatively Impacted Displaced Placed at a Recovery Site
Explosion 985.00
Power outage 1,272.44
Spillage/ Leakage 263.21
Structural failure 263.21
Other 805.71
Civilian unrest/ Political instability 691.45
Class action lawsuit 7.50
Corporate fraud 1,890.71
Shooting 263.21
Terrorist activities 1,044.12
Other 263.21
Earthquake 1,133.21
Fire 910.60
Flood 470.30
Hurricane 949.27
Ice storm/ Winter weather 897.19
Tornado 988.89
Typhoon 1,191.25
Other 1,360.00
Hardware issues 200.00
Server issues 1,115.33
Software issues 1,012.12

Accident

Human Disaster

Natural

Technical
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Average Number of Employees Impacted

Scale of impact for the most impactful event in each category? Select all that apply.

ultiple
uildings

Scale of Impact by
Event

Explosion

Power outage
Spillage/ Leakage
Structural failure

Civilian unrest/
Political instability
Class action lawsuit
Corporate fraud
Other

Shooting
Terrorist activities
Earthquake

Fire

Flood

Hurricane

Ice storm/ Winter
weather

Other

Tornado

Typhoon
Hardware issues
Other

Server issues

Software issues

0
]
1]

=
)
S

oM

%)
=

c
o)

City Wide
Impact
Regional
National

@
=
&=
S
P

M
B

Accident

Human Disaster

Technical
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Scale of Impact

hultiple business units Complete building City wide impact Mational impact
One business unit Fartial building Multiple huildings Regional wide impact Glohal impact

Fercentages will exceed 100% due to respondents selecting multiple categories.

Other Responses on Scale of Impact (as provided by respondents):

City wide impact; Multi-nation impact (14); Multiple buildings; Multiple business units; National impact
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What was the impact to the business for the most impactful event in each category? Select
all that apply.

Impact to
Business by
Event

Explosion
Power outage
Spillage/
Leakage
Structural
failure
Civilian
unrest/
Political
instability
Class action
lawsuit
Corporate
fraud

Other 0% 0% 0%
Shooting 0% 0% 0%
Terrorist
activities
Earthquake 29%  14% 0%
Fire 17% 11% 0%
Flood 26% 9% 0%
Hurricane 21% 12% 0%
Ice storm/

Winter 24% 0% 0%
weather

Other 33% 0% 0%
Tornado 25% 13% 0%
Typhoon 0% 0% 0%
Hardware
issues
Other 7% 21% 7%
Server issues 20% 0% 0%

Software
issues

Customer
Employee
Morale
Collapse
Facilities or
Infrastructure
Financial
Investor or
Community
Legal/
Regulatory
Litigation
Human Life
Negative
Media
Coverage
Operational
Reputational/
Resignation/
Dismissal of
Executives
Share Price
Collapse
Work Force

Accident

0% 14% 14%

0% 17% 0%

@
&
17
©
2
(@]
c
(]
IS
S
I

11% 11% 0%

0% 0% 0%

Technical

0% 9% 0%
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Impact to Business

Percentages will exceed 100% due to respondents selecting multiple categaries.

Other Impacts to Business (as provided by respondents):

Some members did not have access to prescription medication

How long was your organization in business resumption for the most impactful event in
each category? Two drop down menus provided. Numeric Z 1 thru 25 and timeframe of
Hours, Days, Weeks, Months and Years. All respondent answers were converted to days.

Business Resumption Period by Event
Explosion

Power outage

Spillage/ Leakage

Structural failure

Civilian unrest/ Political instability

Class action lawsuit
Corporate fraud
Other

Shooting

Terrorist activities
Earthquake

Fire

Flood

Hurricane

Ice storm/ Winter weather
Other

Tornado

Typhoon

Hardware issues

Technical Server issues
Software issues

Overall Average Business Resumption 35.00

Accident

Human Disaster
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What was the estimated loss for each of the most impactful event in each category? Add up
the total estimated financial loss due to this particular cause. Please consider the
frequency of this event.

Estimated Financial Loss by Event Financial Loss

$357,321 USD

Accident Power Outage

Human Disaster

Natural

Technical

Other

Civilian unrest/ Political instability
Corporate fraud

Terrorist activities

$925,714 USD
$33,556 USD
$925,714 USD
$33,556 USD

Earthquake

Fire

Flood

Hurricane

Ice storm/ Winter weather
Tornado

$339,100 USD
$23,357 USD
$358,941 USD
$3,263,538 USD
$227,970 USD
$130,200 USD

Other

Hardware issues
Server issues
Software issues

Overall Average Estimated Financial Loss

$815,000 USD
$318,750 USD

$8,333 USD
$502,308 USD

$1,703,853 USD

*Not all respondents indicated an estimated financial loss per event.
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An in-depth assessment of the 10 most impactful events by estimated financial loss.

Impact to Employees

>
g e 5
= T & © 3 Business
> Financial Level of What was o g' 8§ Scale of Resumption
L oss Response Activated == o e Impact Impact to Business Period Days
Full Business One Customer service,
disaster recovery (Work business Facilities or infrastructure,
declaration  Area), Call center unit Financial
recovery, Crisis
management,
Emergency
° operations center
= (EOC), Executive
protection,
Notification
system, Regional
incident
management
team
$100,000 Partial Crisis 913 19 0 Global Employee morale collapse, 90
declaration  management, impact, Facilities or infrastructure,
Executive Multiple Investor or community
protection, Global business  trust, Legal/ Regulatory,
o incident units, Operational, Reputational/
g management National Brand, Work force
S team, Local impact,
3] incident Regional
< management wide
Z team, National impact
o incident
E management
team, Notification
system, Regional
incident
management
team
$100,000 Partial Business 500 20 0 City wide Customer service, 28
declaration  recovery (Work impact, Employee morale collapse,
Area), Crisis Multiple Facilities or infrastructure,
management, buildings,  Financial, Investor or
g Local incident Multiple community trust,
& management business Operational, Reputational/
= team, Notification units, Brand, Work force
2 system, Regional National
incident impact,
management Regional
team, Technology wide
recovery impact
$750,000 Partial Business 250 150 50 Complete  Customer service, 14
declaration  recovery (Work building, Facilities or infrastructure,
Area), Call center Multiple Investor or community
recovery, Crisis buildings, trust, Operational,
= management, Multiple Reputational/ Brand, Work
o Emergency business force
E operations center units,
(EOC), Regional Regional
incident wide
management impact
team, Technology
recovery
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Tornado

Hurricane

Hurricane

Corporate Fraud

Flood

$1,000,000 Partial Business 20 0 50 City wide Customer service, 3
declaration  recovery (Work impact, Facilities or infrastructure,
Area), Local Multiple Work force

incident buildings,
management Multiple
team business
units,
Partial
building
$2,000,000 Pre-event Emergency 12,000 2,500 0 City wide Facilities or infrastructure, 5
alert and operations center impact, Financial, Operational,
Preparation (EOC), Local Complete  Work force
incident building,
management Multiple
team, Notification buildings,
system, Regional Multiple
incident business
management units,
team Partial
building,
Regional
wide
impact
$2,000,000 Pre-event Business 300 300 0 Multiple Customer service, 42
alert and recovery (Work business Facilities or infrastructure
Preparation Area), Call center units
recovery,
Emergency
operations center
(EOC),
Notification
system, Regional
incident
management
team
$2,500,000 Pre-event Global incident 1,890 0 0 National Employee morale collapse, 180
alert and management impact Financial, Legal/
Preparation team, National Regulatory, Litigation,
incident Reputational/ Brand,
management Resignation/ Dismissal of
team, Regional senior executives
incident
management
team
$5,000,000 Full Business 400 400 400 Global Facilities or infrastructure, 60
disaster recovery (Work impact Work force
declaration  Area), Crisis
management,
Emergency
operations center
(EOC), Global
incident
management
team, Hot-site
activation,
Notification
system,
Technology
recovery
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$50,000,000  Full Business Multiple Customer service,
disaster recovery (Work business Employee morale collapse,
declaration  Area), Call center units, Facilities or infrastructure,
recovery, Crisis Regional Financial, Legal/
management, wide Regulatory, Litigation,
Emergency impact Operational, Work force
operations center
(EOC), Mobile
recovery, National
incident
management
team, Notification
system,
Technology
recovery

Hurricane

Recovery Time

When a critical system fails, x EAO E O
availability/ up time for the service?

When a critical eystem fails, what s your contingency program's point of failure to a point of availability’ up time for the service?
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7EAT A AOEOEAAI OUOOAI £EAEI Oh xEAO EO UI O
recoverability? (How quickly should an application be restored to its original operational
level after it fails?)

When a critical system fails, what is your contingency program's point of failure to a point of recoverability?

Technology Recovery Solutions

Do you contract with a third-party hot site/ alternate site technology recovery vendor
under your direction and management?

Do you contract with a third-party hot site/ alternate site technology provider?

100% -

a0% -

20% -

70% -

0% -

50% -

proc 38.10%

0% -

20% - -15'57% 11.90% - _15'5?% s 11.90%
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If yes, who is your third party hot-site/ alternate site technology recovery vendor? Select
all that apply.

- Total percent may exceed 100% due to multiple selections.

Third Party Hot-Site/ Alternate Site Providers % of Resp

Dell 10.20%
DRS 6.12%
EDS 10.20%
Hewlett-Packard 16.33%
IBM 61.22%
Recovery Point Systems 8.16%
SunGard 81.63%
Other 20.41%

Other Responses for Hot-Site/ Alternate Site Providers (as provided by respondents):
CyrusOne; Don't remember the name. Selected by VP IT; Hughes; IBM; Iron Mountain, Mail-Gard; Qwinstar; Recovery Point

Systems; SunGard

If currently utilizing a third party hot-site/ alternate site for your technology recovery
solution, are you considering an internal recovery capability?

Are you considering an internal recovery capability?
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Have you changed your technology recovery solution in the last two years?

Have you changed your technology recovery solution in the last two years?

If yes, what was your previous technology recovery solution?

If yes, what was your previous technology recovery solution?
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Are you considering a change to your technology recovery solution in 20097

Are you considering a change to your technology recovery solution in 20092

If yes, please select all technology solutions you are considering. To the best of your ability,

please indicate the budget amount being considered.
- Total percent may exceed 100% due to multiple selections.

Technology Solution Being Considered % of Resh Averajtgﬂge&

Mixed solution between multiple vendors 17.65% $1,766,667 USD
Mixed solution between vendor (s) and internal recovery solution 64.71% $5,725,000USD
Exclusively at vendor location 11.76% - Amount not given-
Internal solutions at primary site 11.76% $650,000 USD
Internal solutions at alternate site 52.94% $2,706,250 USD

Consulting Initiatives

How many contractors do you currently employ for your program under your direction and
management?

Contractors Currently Retained
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If yes, what is the length of the contract for the longest contractor?

Those YWho Retain Contractors - How Long

Less than 3 months B - & months 9-12 months Cwier 4 years

Will you be engaging in consulting work in 2009 for your program under your direction and
management?

Consulting Work in 2009

23.81%

76.19%
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What consulting initiatives are you planning in 2009 in regards to ASSESSMENT,
COMPLIANCE/ STANDARD, BC PROGRAM, DR PROGRAM AND GENERAL MANAGEMENT OF
PROGRAM?

- Total percent may exceed 100% due to multiple selections.

Consulting Work in 2009

% of Respondents

BIA 40.00%
Facility Evaluation 30.00%
Gap analysis 20.00%
None/does not apply 30.00%
Other 10.00%
Risk Assessment 20.00%
BS25999 Part 2 Business Continuity Management Systems 20.00%
DRI International Professional Practices 20.00%
FFIEC 10.00%
HIPAA 20.00%
Joint Commission (Hospitals) 20.00%
NFPA 1600 20.00%
None/does not apply 20.00%
OSHA Compliance 10.00%
Prudential Standard APS 232 on BCM (Australia) 10.00%
Prudential Standard GPS 222 on BCM (Australia) 10.00%
Prudential Standard LPS 232 on BCM (Australia) 10.00%
Sarbanes Oxley 20.00%
Awareness 30.00%
Crisis Mgt (Emergency Operations Center) 60.00%
Development 40.00%
Documentation 40.00%
ISR SITole [ I NI EEENEIGEES SN Emergency Management 20.00%

Exercise 30.00%

Implementation 30.00%

None/does not apply 20.00%

Pandemic Planning 20.00%

Back-up/Resiliency 40.00%

Development 30.00%

Documentation 30.00%
DR Program (IT Processes) Exercise 40.00%
High availability/ Operational Resilience 20.00%
Implementation 40.00%
None/does not apply 10.00%
Executive Buy-in 10.00%
None/does not apply 20.00%
Operational Risk 10.00%
Other 10.00%
Project Management 10.00%
Recommendations 10.00%
Software Implementation 20.00%
Strategic Planning 20.00%

Assessment

Compliance/ Standard

General Continuity Consulting

Other Consulting Initiatives for 2009 (as provided by respondents):

Assessment Work ¢ Software Tool Support

Other General Continuity Consulting Work ¢Vendor Review.
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Vendor Utilization

Do you utilize software planning tools to assist with your Business Continuity Management
program initiatives under your direction and management?

Currently Utilize Software Tools

52.50%
47.50%

If yes, which software tool(s) do you utilize? Select all that apply.

- Total percent may exceed 100% due to multiple selections.

Software Providers % of Resp
21st Century Software DR/VFI 4.88%

COOP Systems myCOOP 6.0 4.88%
ESi Web EOC Professional 7.0 4.88%
Evergreen Data Continuity, Inc VIieE1{e]g 4.88%
NC4 E-TEAM 4.88%
BIA Professional 58.54%
Incident Manager, powered by Web EOC 26.83%
LDRPS 70.73%
Paragon 2.44%

Virtual Corporation Sustainable Planner 2.44%

Non-BCP Focused Packages (Word, Excel or Sharepoint) 31.71%
Other Other 24.39%

Other Responses for Software Providers (as provided by respondents):
HSEEP, Internally developed system, Prism by Quantivate (limited use), Third Party Hosted External Web Site

SunGard
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If not currently utilizing a software tool, are you considering in 2009? If yes, to the best of
your ability, please indicate the budget amount being considered.

Are you considering utilizing a software tool in 20097

15.79%

Estimated Average Software Budget - 2009; 375,000

* Amount in US Dollars

Do you utilize automated emergency notification tools to assist with your Business
Continuity Management program initiatives under your direction and management?

Currently Utilize Notification Tools

25.00%

Copyright ©2009 BC Management, Inc. All rights reserved. SAMPLE CUSTOMIZED REPORT Page 46




If yes, which automated notification tool(s) do you utilize? Select all that apply.

- Total percent may exceed 100% due to multiple selections.

Automated Notification Providers
% Of Resp

3N 3n InstaCom Enterprise 3.03%
AMCOM e.Notify 3.03%
DCC- Dialogic Communications Corp. ELEXeGlulnihil=icliaV4) 3.03%
Dell Message One AlertFind 21.21%
inEnterprise 3.03%
MIR3 inTechCenter 6.06%
inConnect 6.06%
Send Word Now SWN Alert Service 21.21%
SunGard NotiFind, powered by Varolli 24.24%
Enterprise Business Continuity 9.09%
Varolii Employee Accountability 9.09%
Utilities T Critical Communications 9.09%

Other Responses for Notification Providers (as provided by respondents):
Corporate website, Corporate hotline (phone), GroupCast, Local office use only, Proprietary

If not currently utilizing an automatic notification tool, are you considering in 2009? If yes,
to the best of your ability, please indicate the budget amount being considered.

Are you considering utilizing an automated notification tool in 20092

Estimated Average Automated Notification Budget - 2009: 117,500

* Amount in US Dollars
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Do you utilize a mobile recovery solution to assist with your Business Continuity
Management program initiatives under your direction and management?

Currently Utilize Mobile Recovery Providers

75.00%

If yes, which mobile recovery provider(s) do you utilize? Select all that apply.
- Total percent may exceed 100% due to multiple selections.

Mobile Recovery Providers % of Resp

Agility 23.08%
Rentsys 53.85%
SunGard 61.54%
Other 7.69%

Other Responses for Mobile Recovery Providers (as provided by respondents):
Our own mobile services

If not currently utilizing a mobile recovery provider, are you considering in 20097 If yes, to
the best of your ability, please indicate the budget amount being considered.

Are you considering utilizing a mobile solution in 20097

6.67%

Estimated Average Mobile Recovery Budget - 2009: 75,000

* Amount in US Dollars
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Managing Dispersed Offices

Does your existing program account for offices and/ or facilities outside your current office
location under your direction and management?

Does your existing program account for offices and/ or facilities outside your current office location under your direction and management?

714%
M o
M ves

Table shows a correlation between two different questions. First Question ZWithin your
span of direct management and control, please specify the number of office locations/
facilities accounted for in your existing plans. Second Question Z How do you manage the

program at these locations? Select all that apply.
- Total percent may exceed 100% due to multiple selections.

Management Style by Number
of Company Locations

501-1,000
More than

Engage professional consulting
services local to the location(s).
Engage professional consulting
services not local to the location(s).
Hire consultants/ independent
contractors local to the location(s).
Hire full-time, permanent professionals
local to the location(s).

Manage program from primary
corporate office with periodic travel to 12%
location(s).

Managed locally with existing

resources that are not experienced in 15% 5% 30%
the discipline.

Place expatriate in facility location for
specified time period.

100%

0%

100%

25%

100% 0% 0%
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Reasons for Planning, Regulatory Requirements
& Organizational Certification

Please rate the following primary reasons for developing & maintaining a program on a
scale from 1 to 5 with 1 meaning LOW PRIORITY and 5 meaning HIGH PRIORITY.

Reasons for Developing and Tl 5 - High
Maintaining a Program Priority Priority
History of business interruption(s) 12.20% 26.83% 31.71% 17.07% 12.20%
Minimize future impact 0.00% 2.50% 5.00% 40.00% 52.50%
Protect stakeholders 2.44% 2.44% 9.76% 26.83% 58.54%
Comply with regulations or laws 5.00% 15.00% 22.50% 22.50% 35.00%
In response to audit results/recommendations 5.00% 25.00% 32.50% 20.00% 17.50%
Good business sense 0.00% 2.44% 14.63% 34.15% 48.78%
Right thing to do 2.44% 2.44% 21.95% 29.27% 43.90%
Customer requirement 14.63% 9.76% 29.27% 31.71% 14.63%

Contractual agreements/service-level n . o . .
agreements 9.76% 17.07% 26.83% 36.59% 9.76%
Insurance policy recommendation 20.00% 27.50% 35.00% 12.50% 5.00%

Organization wants to be globally competitive n o o o 0
and must comply with international standards. 25.00% 10.00% 25.00% 20-00% 20.00%

Organization wants to be perceived to be o o o o 0
compliant with good Corporate Governance. 1IR0% 2.50% 40.00%4 20.088% 27.50%

Organization wants to ensure safety of their
employees. 2.50% 10.00% 20.00% 10.00% 57.50%

Organization wants to protect and increase its 7 o o a 0
economic value. 2.50% 2.50% 25.00% 25.00% 45.00%

Protection of reputation and brand of
organization. 0.00% 4.88% 14.63% 19.51% 60.98%
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What regulatory requirement and/ or standard do you model your Business Continuity
Management program after. Rate on a scale of 1 to 5 with 1 meaning LOW PRIORITY and 5
include Not Applicable (N/A)

meaning HIGH PRIORITY. Please

requirement and/or standard do not apply to your organization.

Regulatory Requirement/ Standard

BS25999 Part 2 Business Continuity Management
Systems

BS25777

BS 31100 (Risk Management)

BASEL Il

BCI Good Practice Guidelines

COBIT

DRI International Professional Practices
FFIEC

Good Practice Guidelines 2008 (BClI)

Gramm Leach Bliley Act (GLBA)

HB 167:2006 i Security Risk Management (Australia
Standard)

HB 203:2006 i Environmental Risk Management
(Australia Standard)

HB 221:2004 (Australia Standard)

HB 292-2006 (Australia Standard)

HB 436:2004 i Risk Management (Australia Standard)
HIPAA

Hong Kong Monetary Authority

ISO 14001 Environmental Management

ISO 9000 Fundamentals and Vocabulary of Quality
Systems

ISO 9001 Quality Management

ISO 27001 Information Security

ISO 20000 IT Service Management

Joint Commission (Hospitals)

Local Banking Superintendency Requirement
MS 1970 (Malaysia Standard)

NFPA 1600

NFPA 1600 (Canadian Version)

NYSE 446/NASD 3500

OSHA Compliance

Patriot Act

Prudential Standard APS 232 on BCM (Australia)
Prudential Standard GPS 222 on BCM (Australia)
Prudential Standard LPS 232 on BCM (Australia)
Sarbanes Oxley

SEC Regulations

SS540/TR19 (Singapore Standard)

Title IX

Other

1-Low
priority

20.69%

33.33%
28.57%
29.63%
25.00%
13.79%
12.50%
23.33%
28.57%
19.35%

29.63%

29.63%

29.63%
29.63%
25.93%
21.43%
30.77%
23.08%

25.93%

23.08%
14.29%
22.22%
25.00%
25.93%
30.77%
22.58%
37.04%
26.92%
26.67%
29.63%
35.71%
35.71%
35.71%
20.00%
23.33%
37.04%
29.63%
28.57%

20.69%

7.41%
3.57%
0.00%
3.57%
6.90%
3.13%
0.00%
3.57%
6.45%

3.70%

7.41%

7.41%
7.41%
3.70%
10.71%
0.00%
3.85%

3.70%

0.00%
7.14%
3.70%
3.57%
0.00%
7.69%
3.23%
3.70%
3.85%
3.33%
11.11%
0.00%
0.00%
0.00%
3.33%
3.33%
3.70%
7.41%
0.00%

10.34%

3.70%
10.71%
11.11%

3.57%
17.24%
25.00%

0.00%

7.14%

6.45%

0.00%

0.00%

0.00%
0.00%
0.00%
7.14%
3.85%
3.85%

3.70%

7.69%
14.29%
11.11%

0.00%

7.41%

0.00%

9.68%

7.41%

3.85%

3.33%

3.70%

0.00%

0.00%

0.00%
23.33%

6.67%

0.00%

7.41%

0.00%

6.90%

0.00%
3.57%
3.70%
17.86%
10.34%
18.75%
13.33%
14.29%
16.13%

3.70%

3.70%

3.70%
3.70%
3.70%
10.71%
0.00%
0.00%

0.00%

0.00%
10.71%
7.41%
3.57%
0.00%
3.85%
9.68%
3.70%
3.85%
10.00%
7.41%
3.57%
3.57%
3.57%
3.33%
13.33%
0.00%
3.70%
0.00%

if the regulatory

5 - High
priority

17.24%

3.70%
0.00%
0.00%
17.86%
10.34%
34.38%
26.67%
17.86%
9.68%

3.70%

0.00%

0.00%
0.00%
3.70%
14.29%
3.85%
7.69%

11.11%

15.38%
14.29%
7.41%
3.57%
3.70%
0.00%
35.48%
0.00%
3.85%
20.00%
14.81%
3.57%
3.57%
3.57%
26.67%
20.00%
0.00%
7.41%
9.52%

(\[o]3
Applicable

24.14%

51.85%
53.57%
55.56%
32.14%
41.38%
6.25%
36.67%
28.57%
41.94%

59.26%

59.26%

59.26%
59.26%
62.96%
35.71%
61.54%
61.54%

55.56%

53.85%
39.29%
48.15%
64.29%
62.96%
57.69%
19.35%
48.15%
57.69%
36.67%
33.33%
57.14%
57.14%
57.14%
23.33%
33.33%
59.26%
44.44%
61.90%
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Has your organization achieved certification in a standard?

Has your organization achieved certification in a standard?

10.00%

If no, is your organization considering becoming certified in a standard?

If no, is your organization considering becoming certified in a standard?
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If yes, please select which standard(s) your organization has achieved certification. Please
select all that apply.

- Total percent may exceed 100% due to multiple selections.

If yes, please select which standard(s) your organization has achieved cerification.

;S‘Z/ ‘ Customize a Program Management Benchmarking Report for Your Organization

As a result of our advancement in reporting technology with World APP Key Survey, BC Management is able to offer a true
benchmarking service exclusively for the business continuity management profession. Our benchmarking service includes a report
(similar to this report) customized to your specific filters used to drill down to the data points that compare to your organization or
program. As a part of our benchmarking service, BC Management is also offering a business intelligence dashboard technology in
which you will receive all the data points (based on your filter specifications) for further independent assessment. This technology
will allow your organization to further assess the data within a flexible, intelligent, user friendly format.

Benefits of Our Customized Benchmarking Service

I Allows you to assess the maturity of your business continuity program focusing on industry best practices, dedicated staff,
budget breakouts, reporting structure, vendor utilization, program activation and much more.

Provides assistance in presenting business case objectives to your executives to substantiate and expand your program.

Prioritizes key initiatives in elevating the maturity of your programs.

Assists in building a road map to advance your program and meet your goals.

Makes you more efficient by eliminating the need to do research on your own.

t NEGARSE |y dzyoAll &SR a2dz2NDS 2y K2g &2 dzNJ O2 Ydkayods, whichY LI NJ
can be used to support your recommendations.

= =4 =4 -4 -1

Filters Available to Customize Your Report

Industry ¢ may choose more than one industry.
Company Revenue ¢ may choose a revenue band of your choice.
Number of Employees ¢ may choose a selection from number of company employees.

Number of Locations ¢ may choose a selection from number of company locations in either operational and/or retail
interfacing.

Geographic Distribution ¢ may choose multiple countries as well as how the company locations are dispersed (global,
multi-country, one country, regionally within one country, statewide or citywide).

Disciplines within program ¢ may choose multiple disciplines that are managed with the program (17 to choose from).

= = = = =4 =4 =4

Scope of program ¢ may choose a combination of the following: global, multi-country, one country or regionally within one
country.
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I Mmaturity Rating of Program ¢ may choose on a scale of 1 to 5 with 1 being Very Immature and 5 being Very Mature (please
note this is a self rating by the study participant).
Names of Organization ¢ may choose a list of company names that have participated in our study and completed the

program management portion of the study. Please keep in mind that not all respondents indicated their company name.
Many respondents kept their organizational name private. Also, not all study respondents qualified for the program
management portion of the study. Only those respondents who managed a program were encouraged to participate in the
second section of the study. ALL RESPONDENT CONTACT INFORMATION IS KEPT CONFIDENTIAL AND IS NEVER REVEALED!

Customized Compensation Benchmark Reporting
BC Management also offers a customized compensation benchmark reporting service. Clients may tailor a report based on

employment status, location and job title. The report focuses on ten factors that impact compensations in continuity and related
professions.

Inquiries on our Program Management and Compensation Benchmarking Services
For more information or to order a report please email us at info@bcmanagement.com or call us at (714) 843-5470 or toll free
within the United States (888) 250-7001

Vo
<1 Thank you to our board, sponsors and distributing organizations

/ alylF3aSYSyiQad LYyUGSNyFridiAaz2ylt .SyOKYIFINJAy3a ! RGA&2NE . 21 NR
assumptions that are typically overlooked in other surveys. As a team they were also focused on the topics that are of the greatest
interest to continuity professionals today. The goal was to ensure a credible report that would add value to the business continuity
profession. BC Management also greatly appreciates the efforts of those organizations that assisted in this global effort. A full
listing will be included in future customized benchmarking reports. We would also like to extend a special recognition to the two
sponsoring organizations that assisted with translating our study. The study may not have been available in Chinese and Japanese if
AG 6l ayQi F2NI GKS | aaraiarvOoS 2F 2dz2NJ aLR2yazNaO®

»GDS B

GLOBAL DATA SOLUTIONS LTD

Sponsored the Chinese Translation = Pg’rfgf‘z""al Sponsored the Japanese translation

l‘ /
%43 | About BC Management, Inc.

BC Management, Inc. was founded in 2000. We are an executive search and research firm solely dedicated to the business
continuity, disaster recovery, risk management, emergency management, crisis management and information security professions.
With decades of industry expertise, our staff has a unique understanding of the challenges professionals face with hiring,
benchmarking and analyzing best practices within these niche fields.

[___al y I JenmpligentfdyResearch

BC Management has been collecting data on the factors that impact compensations and business continuity programs since

2001. To download our complimentary reports please visit www.bcmanagement.com.

We Value Your Comments
Thank you for participating in our annual study. Your contribution adds value to our comprehensive reporting and allows us

the opportunity to assess industry trends. Please share any comments or suggestions on how we can elevate our study or
reporting at info@bcmanagement.com.
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