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Confidential Reprt

This is a confidential report. As such, the information within this report should not be shared outsic
organization that requested and purchased the research datais feport is not being distributed as
complimentary report among the profes®n. Please contact BC Management if you would like tcesbrasite any
of the information included within the report
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Thank youdr purchasi@d . / a | Yy [BAsBa&sSGoitifuity Program Management BenchmaiReywprt This report
is designed to give your organization a picture of how other organizations are approaching their business co
planning initiatives without any ctmmization relating to your specific organization. The data within this report wil

instrumental in assessing/elevating your business continuity management program.
This report is meant only for the individual who purchased the report. Do not disite outside of your organization.

/ . .
_4'&] Reporting History

Since 2001 BC Management, Inc. has been gathering data on businessigpmianagement programs and compensations to provide
professionals with the information theyeed to elevate their programs. Each year our organization strives to improve upon the stu
questions, distribution of the study and the reporting of the datdlected. Below ist G AYSt Ay S RSGFAt Ay3 ./

business continuity reporting expertise.

2001 - First BC Management Study Launched

*BC Management's first annual business continuity management study was launched. The study focused exclusively on the factors that impact
compensations within business continuity and related disciplines.

2005 - Program Management Section Added

*The study expanded to also include issues ofimportance in managing a business continuity program.
*BC Management published the first Business Continuity Management Benchmarking report.

2006 - Study Gained International Recognition

*BC Management launched an international distribution campaign to increase respondents worldwide.

sFor the first time BC Management published customized business continuity compensation reports for Canada, the United Kingdom, India, and
Asia Pacific.

*BC Management began offering customized program management benchmarking reports tailored to a companies specifications including, but
notlimited to industry, revenue, number of company employees and or number of company locations.

2009 - Study Elevated with Benchmarking Advisory Board and Advancement in Reporting

*The BC Management International Benchmarking Advisory Board * was formed to review the study and reporting to ensure it reflects topics of
importance.

*WorldAPP Key Survey, aleader in survey technology, was selected to host the on-line study and assess the data. The reporting technology built
into the study has significantly enhanced our ab ility to assess the data and thus given BC Management the ability to offer a true business
intelligence dashboard assessment tool tailored for business continuity.

*The study was distributed in 5 languages, including: English, Spanish, French, Japanese and Chinese.

* The advisory board is composed of 20 international thought leaders coming from the United States of America, Canadagtiedinthe Wdited Kingdom,
Singapore, Australia, China, Japan, and In@ar board encompasses not only business continuity, but also risk management, emergency management,
availability and environmental health and safety.

W
44§ | Study Methodology

The on-line study was developedybthe BC Management team in conjunction with the BC Management International Benchmarki
Advisory Board.WorldAPP Key Survegn independent company from BC Management, maintains the study and assesses the d
collected. The study was launched in Felsyuof 2009 and the study remains open for the duration of 20R8rticipants were notified of
the study primarily through -@ewsletters and notifications from BC Management and from many otlarstny organizations. A full list of
participating orgaizations is included within thiseport. The study has beerranslated in 5 languages artdaiccommodates professionals
who are permanently employed on a ftilne or parttime basis, selemployed as an independent contractor or unemployed.
Respondents reeive aunique pathof branching questios) which is dependent upon their experience and employment status. The
advanced study is coded with extensive JAVA script to ensure a correct question branching path and to eliminate ueirdathgibhe
comprehensivestudy is comprised of two sectiorspanning over 100 questionsThe first section focuses on the factors that impact
compensations within the business continuity and related professidi®e second section focuses on the business continuityrpmg
management initiatives, which includes budgets, dedicated personnel, organizational reporting structure, maturity of themprog
exercises, auditing, vendor utilization, program activation during an event and much Respondents to the study hatke option to
complete one or both section®Only those respondents who manage a program within business continuity or a related discipline qualify
complete the program management portion of the studyl participants are given the option of keepitigir identity confidential.
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A'IJ/J/ Assessment of Data & Reporting

BC Management is continuously reviewing and verifying the data points received in the Statdypoints in question are confirmed by
contacting the respondent that completed that studif.the respondent did not inclug their contact information, tha their response to
the study may be removedWith our eight years of expertise in collecting and assessing such adatés,pBC Management has an
exceptionalunderstanding of what is considered qtiesable or unintelligilte data.

WorldAPP Key Survey built a customized reporting tool for BC Management, which enables us to prepare customized benpoasking
0l aSR 2y luestOThk @shltiifarepditalj provides a unique understanding on how your programmpares to competitors or
other similar organizationsBefore creating the customized report, we verify the filters selected by the client and confirm the number
respondents that will be included in their customized repcoftie charts and tables afestantaneously created once the client agrees to
the frameworkof the report. The clientreceivesa PDF document as well as a business intelligenskeldeard for further assessmenihe
business intelligence dashboard allows the client to further ast®s data points within their customized reppdn a dynamic, user friendly
interface Study espondent contact information remains confidentiahd is never revealed The charts and graphs will reflect what
respondents answered in the studif. a seletion within a question is not selected it will NOT be included in the results.

A'Ij/j USAParticipant Data & Respondent Characteristics

3,223study participants froni73 countries as oDecember 162009 Incomplete/ partial study responses were included as appropriate
within the report. Study was dividdédto 2 sections.

1 BusinesLontinuity Compensatioq 2,907study participants completed the ogpensation section from 5ountries
9 Business Continuity Program Management912 study participants completed the program management section fra3én
countries. Incomplete study responses were included within this report along with the completed responses.
A Complete responses were received from the following countries: Australia, Bahrain, Bermuda, Brazil, Canada, Ca
Islands, China, CosRica, Egypt, Finlandradhce, Germany, Greece, India, Indonesia, Ireland, Israel, Italy, Japan, Jord
Kenya, Kuwait, Luxembourg, Malaysia, Mauritius, Mexico, Netherlands, New Zealand, Nigeria, Pakistan, Philip
Poland, Russia, Saudi Arabia, Singapore, Switzerland, Uhitdd Emirates, United Kingdomand United State of
America.

USA Respondent Characteristics = 1,788 Study Respondents

1 Company Revenues span from Aomfit/ government to over $400 Billion USD.

1 Study respondents span over 45 industries.

1 Average Number c€ompany Locations (Corporate/ Operational) =256
Company Locations span frorrbQ_ocations to more than 10,000.

1 Average Number of Company Locations (Retail/ Customer Interfacingb@& 26
Company Locations span frorrbQ_ocations to more than 10,000.

1 Awerage Number of Employees = 5,000,000
Company Employees span frorb@ more than 400,000.

1 Majority of respondents (43%) managed 5+ disciplines within their program.
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,‘vﬂ USAParticipant Data & Respondent Characteristics Continued

Revenue in USD

Less than $10M,

Over$50B, 6% 14%

$20 - $50B, 8%
$10 - $50M, 7%
$10- $20B, 6%

$50 - $100M, 5%

$100 - $500M, 13%

$1-$10B, 31%

$500M - $1B, 10%

Industry

6 439 .49% 6.54%
5.82% 5.76% 5.45843%

3.86% 2

2.63% 2.63% 245%

1 BBy a0 . . age] 12.?9 5%, 700
E == ml -7 3o 625

Total percentage may exceed 100% due to respondents selecting multiple industries.
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""ﬂ USAParticipant Data & Respondent Char acteristics Continued

Number of Company Locations - Corporate/ Operational Functions

301-500 1.001-5,000 Mare than 10,000
101-300 501-1,000 5,001-10,000

Number of Company Locations - Retail/ Customer Interfacing

301-500 1,001-5,000 More than 10,000
101-300 501-1,000 5,001-10,000

Distribution of Company Locations

1-Citywide 2-Statewidel Province 3-Regional {within one countryd 4-Mational {one country) a-Regional {multi countryd B-Global
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,“/ﬂ USAParticipant Data & Respondent Characteristics Continued

Number of Company Employees

3.258%
230% 2.30% 257%
108% 1.36% 1.48% 1.36% pogs5% 07y 0.95% 1.22%

Scope of Program

Number of Disciplines Managed Within the Program

1 Discipline 2 Disciplines 3 Disciplines 4 Disciplines A+ Disciplines
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Py USAParticipant Data & Respondent Characteristics Continued

Disciplines Managed Within Program

16.88% 16.03%

Total percentage may exceed 100% due to respondents selecting multiple disciplines

Program Maturity

In your opinion, how would you rate the maturity of your program? Please rate on a scale ¢

Ol w xEOE v T AATETC O06A0U )i i AOB@Massedsment ab US
respondents.)

Program Maturity - Self Rating
0,

7% mYery Immature
= |mmature
mAverage
mature

Very Mature
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To your knowledge, do you feel your current IT/Disaster Recovery and Business Conti
strategies adequately support the needs of your organization? If no, please select which
describes future action formprovement. (An assessment of USA respondents.)

To your knowledge, do you feel your current IT/DR strategies adequately support the needs of your arganization?

M nNo
M ves

If no, please select which best describes future action for improvement.

Change is heing considered. Mo change being considered. ‘e are committed to change in 2009
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To your knowledge, do you feel your current BC strategies adequately support the needs of your organization?

M nNo
M ves

If no, please select which best describes future action for improvement.

Change is heing considered. Mo change being considered. We are cammitted to change in 2004

In your opinion, does your organization strive to maintain and foster relationships with exter

agencies to ensure the recovery of your organization during a disaster? If your organizatio
an extemal agency, do you strive to maintain and foster relationships with other exter

agencies and outside organizations? Please rate on a scale of 1 to 5 with 1 meaning st
disagree and 5 meaning strongly agred An assessment of USA respondents.)

In your opinion, does your organization maintain and foster relationships with external agencies

1 - Strongly Disagree 2-Disagree 3- Meutral 4 - Agree 4 - Stronaly Agree
Rating
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How well integrated are the following within your organizational program? Please rate on
scale of 1 to 5 with 1 meaning NO INTEGRATION and 5 meaning COMPLETELY INTEGRNT
assessment of USA respondents.)

*All related enterprise disciplines are listed mhin the study to accommodate a variety of discipline expertise.

Discipline Integration by Program Maturity Rating
5_

1-No Completely

Disciplines Maturity Rating  Integration 2 K] 4 Integrated
All Respondents 10.38% 14.42% 28.30% 24.80% 22.10%
Very Immature 57.89% 21.05% 10.53% 5.26% 5.26%
Immature 22.62% 21.43% 20.24% 21.43% 14.29%
Average 7.36% 13.04% 32.11% 29.77% 17.73%
Mature 9.65% 9.65% 29.82% 18.42% 32.46%
Very Mature 15.79% 5.26% 11.84% 18.42% 48.68%
All Respondents 9.37% 15.65% 26.56% 27.41% 21.01%
Very Immature 21.12% 31.35% 24.09% 12.54% 10.89%
Immature 14.70% 25.83% 30.16% 19.20% 10.11%
Average 10.17% 15.50% 28.87% 28.50% 16.97%
Mature 4.46% 9.16% 22.54% 37.32% 26.51%
Very Mature 1.13% 4.88% 15.95% 27.58% 50.47%
All Respondents 6.19% 15.05% 25.73% 28.27% 24.76%
Very Immature 13.16% 56.14% 13.16% 12.28% 5.26%
Immature 13.16% 22.37% 25.00% 21.05% 18.42%
Average 3.22% 10.04% 28.60% 35.98% 22.16%
Mature 6.39% 11.94% 21.67% 33.89% 26.11%
Very Mature 7.48% 2.80% 21.03% 21.50% 47.20%
All Respondents 8.97% 14.94% 24.26% 28.27% 23.56%
Very Immature 15.38% 48.08% 15.87% 9.13% 11.54%
Immature 12.06% 20.59% 28.97% 20.74% 17.65%
Average 9.82% 13.84% 26.44% 29.40% 20.51%
Mature 5.47% 11.40% 22.52% 35.40% 25.21%
Very Mature 6.83% 5.95% 14.98% 26.87% 45.37%
All Respondents 12.88% 16.83% 26.34% 24.21% 19.74%
Very Immature 32.95% 28.03% 20.08% 13.26% 5.68%
Disaster Recovery Immature 23.64% 25.07% 28.22% 15.62% 7.45%
Process (IT Focus) Average 11.97% 15.06% 26.76% 28.07% 18.15%
Mature 4.95% 9.05% 23.76% 29.84% 32.39%
Very Mature 1.24% 8.36% 21.05% 23.53% 45.82%
All Respondents 10.41% 15.16% 24.54% 26.43% 23.46%
Very Immature 18.06% 44.49% 15.42% 12.33% 9.69%
Emergency Immature 19.49% 19.49% 26.59% 19.18% 15.26%
Management Average 10.41% 13.14% 27.39% 28.86% 20.20%
Mature 5.35% 11.15% 20.74% 32.89% 29.88%
Very Mature 4.44% 6.39% 13.06% 25.28% 50.83%
All Respondents 3.98% 20.08% 30.49% 22.35% 23.11%
Very Immature 0.00% 100.00% 0.00% 0.00% 0.00%
Immature 11.84% 26.32% 25.00% 22.37% 14.47%
Average 5.92% 24.26% 28.40% 20.12% 21.30%
Mature 0.00% 2.63% 50.00% 26.32% 21.05%
Very Mature 1.28% 8.97% 17.95% 16.67% 55.13%
All Respondents 7.83% 15.01% 26.43% 21.86% 28.87%
Very Immature 0.00% 94.74% 2.63% 0.00% 2.63%
Health & Safety - Immature 8.55% 16.45% 30.92% 25.66% 18.42%
Occupational Average 11.93% 5.96% 27.98% 17.43% 36.70%
Mature 1.32% 13.16% 25.00% 38.16% 22.37%
Very Mature 0.00% 2.63% 10.53% 26.32% 60.53%
All Respondents 8.46% 21.06% 25.79% 21.26% 23.43%
Very Immature 0.00% 94.74% 2.63% 0.00% 2.63%
Health & Safety - Immature 10.53% 24.81% 35.34% 14.29% 15.04%
Environmental Average 14.39% 12.12% 18.94% 22.73% 31.82%
Mature 2.68% 16.07% 26.79% 32.14% 22.32%
Very Mature 0.00% 2.63% 10.53% 26.32% 60.53%

Business Continuity
Process (Business
Focus)

Compliance

Crisis Management

Facilities Management

Copyright ©2009 BC Management, Inc. All rights reserved. CONFIDEN Pagel2




Discipline Integration by Program Maturity Rating
5_

1-No Completely

Disciplines Maturity Rating  Integration 2 3 4 Integrated
All Respondents 12.33% 19.06% 30.99% 21.92% 15.70%
Very Immature 38.94% 28.32% 12.39% 11.50% 8.85%
Information Immature 14.29% 27.68% 39.29% 12.50% 6.25%
Technology Average 14.22% 15.66% 32.77% 25.54% 11.81%
Mature 0.75% 18.05% 26.32% 23.31% 31.58%
Very Mature 0.00% 5.33% 10.67% 30.67% 53.33%
All Respondents 10.40% 27.89% 23.99% 29.34%
Very Immature 51.79% 21.43% 21.43% 3.57% 1.79%
Immature 47.37% 18.42% 13.16% 13.16% 7.89%
Average 8.07% 10.31% 21.52% 30.04% 30.04%
Mature 1.32% 3.95% 24.34% 31.58% 38.82%
Very Mature 0.00% 1.32% 30.26% 13.16% 55.26%
All Respondents 5.75% 12.38% 26.93% 29.42% 25.52%
Very Immature 33.33% 24.00% 20.00% 12.00% 10.67%
Risk Management - Immature 7.96% 34.51% 33.63% 11.50% 12.39%
Enterprise Average 1.63% 9.39% 30.61% 38.37% 20.00%
Mature 4.64% 9.93% 19.54% 35.76% 30.13%
Very Mature 1.06% 0.00% 11.70% 18.09% 69.15%
All Respondents 14.44% 34.76% 19.25% 25.67%
Very Immature 0.00% 0.00% 0.00%
Risk Management - Immature 0.00% 0.00% 0.00%
Insurance Average 23.66% 24.73% 35.48%
Mature 0.00% 0.00% 0.00%
Very Mature 0.00% 0.00% 0.00%
All Respondents 13.74% 24.70% 28.25% 26.22%
Very Immature 19.64% 69.64% 5.36% 1.79% 3.57%
Risk Management - Immature 8.47% 19.05% 27.51% 26.46% 18.52%
Operational Average 7.84% 8.24% 23.53% 28.63% 31.76%
Mature 1.58% 11.46% 23.72% 39.53% 23.72%
Very Mature 8.19% 8.77% 19.30% 19.30% 44.44%
All Respondents 10.68% 16.54% 29.17% 26.04% 17.58%
Very Immature 50.00% 33.33% 16.67% 0.00% 0.00%
. . Immature 17.91% 32.09% 25.37% 17.16% 7.46%
SRPUITIR - [ TmEE Average 9.19% 9.56% 28.31% 34.19% 18.75%
Mature 9.65% 5.26% 34.21% 36.84% 14.04%
Very Mature 0.00% 5.13% 10.26% 17.95% 66.67%
All Respondents 16.11% 25.61% 27.59% 24.28%
Very Immature 0.00% 100.00% 0.00% 0.00% 0.00%
Immature 10.53% 16.96% 30.99% 20.47% 21.05%
Average 11.66% 11.21% 22.42% 23.32% 31.39%
Mature 2.65% 11.95% 23.45% 44.25% 17.70%
Very Mature 0.00% 2.08% 9.38% 33.33% 55.21%
All Respondents 14.51% 18.18% 24.95% 29.40% 12.96%
Very Immature 0.00% 0.00% 0.00% 0.00% 0.00%
Other - Please indicate Immature 28.24% 30.00% 17.06% 17.65% 7.06%
other responsibility Average 7.95% 12.58% 34.44% 29.80% 15.23%
Mature 10.22% 10.22% 16.79% 46.72% 16.06%
Very Mature 0.00% 9.09% 4.55% 40.91% 45.45%

Records Management

Security - Physical

Percent values above are based on the number of respondents that andveghegliestiors. Not all respondents answered both questionHighlighted
percent figures represent the highest level of discipline integration by program maturity rating.

GhiKSNE RAZOALIAYSE a y2G3SR 0@ addzReé LI NIAOALIyday
Awareness Program, Credit Risk Management, Risd&reparedness, Vendor Management, Purchasing, AML, Emergency Operations Center
Level Management, IT Infrastructure Project Management, operations/customer service, Manager Electronic Banking, tradyehsedical evacuatior
Data Center Maagement, Pandemic Planning and Program, Mail & Courier, Reception, Training for Programs, International Medical,
integration, Financial (credit and market risk), Risk Communications, Partner/vendor due diligence, overall resilieneyp¢mesich Bsiness Planning.
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under your direction and management. Please check all that appl#n assessment o
respondents.)
*Om 1T £ 2A0DP6 Al Oi =11 AGAAAA vitm AOA O 101 OEPI A OAIl AR

Status of Business Continuity Program Status by Program Maturity Ratin
Management Program % of

~ Multiple Selections Allowed Resp ~ Very Very
| nt & Immature Immature Average Mature  Mature

T_here are no business c_ontinuity and/or IT 2.13% 10.81% 3.32% 1.46% 0.21% 0.00%
disaster recovery plans in place.
Off-site data recovery only. 9.55% 8.11% 12.48% 10.31% 3.00% 2.1%%

There are contingency plans in place for IT DR  2052% | 2838%  24.17%  1835%  1609%  1232%
functions only.

some departments/divisionshave business Yo 47.10% | 6419%  68.40%  53.72%  25.97%  38.01%
continuity plans.

Currently obtaining or have management support
and formulating the BCM program framework to
include contingency strategies, resiliency needs, 39.62% 58.78% 53.55% 44.75% 24.36% 25.73%
recovery objectives, operational and enterprise
risk management and crisis management plans.
Currently conducting BIA or risk assessments. 49.92% 52.03% 58.45% 53.13% 44.74% 48.25%
Currently developing and implementing BC and/or
IT DR plans that meet the needs of the 54.62% 71.62% 71.41% 63.63% 37.77% 23.10%
organization.

g””e““y assessing an Emergency Operations 1581% | 18.92%  26.07%  17.09%  6.97%  5.85%
enter.

gg;rteerr‘“y implementing an Emergency Operations 159104 | 1081%  27.33%  15.89%  11.05%  5.85%
A fuII functioning Emergency Operations Center * 50.56% 35.14%
is in place.

Policies and procedures are in place to interact
and coordinate with external agencies in times of 62.65% 37.84% 40.76% 57.71% 82.83%  77.78%
a disaster.
S@fls Management process and plan is in 78.00% | 57.43%  64.14%  80.12%  89.81%  88.60%
A Crisis Communications program is in place. 73.82% 55.41% 54.34% 72.67% 89.48% 88.89%
Considering conducting an enterprise risk
assessment for the board and/ or senior 12.90% 19.59% 9.32% 15.49% 7.51% 8.77%
management.

Currently conducting an enterprise risk
assessment for the board and/ or senior 20.54% 12.84% 19.12% 22.47% 21.78% 18.13%
management.

Incorporated a full enterprise risk management
program with controls in place to avoid or * 33.03% 10.81% 20.22% 30.32% 46.24% 40.35%
mitigate potential risks.

Implemented a full functioning, corporate wide

BCM program that meets t %
contingency, resiliency, risk management, 48.48%
emergency management and crisis management

needs.

Implemented an awareness and training program *

to promote and educate the entire organization on 58.82%
the BCM program.

Maintain an assessment and audit schedule of the *

BCM program to ensure the program is up to date 55.70%
and complete.

Maintain an exercise schedule in order to identify

new potential vulnerabilities or vyeqknesses in the 74.04% 30.41% 57.82% 74.53% 92.92% 86.55%
current BCM program. Analyze findings to elevate
the program.

32.86% 48.60% 66.09% 74.27%

16.75% 48.34% 68.88% 76.32%

31.08% 36.49% 59.51% 71.78% 76.02%

29.05% 36.81% 50.86% 74.68% 72.22%

* Indicates areas of improvemenitlighlighted percent figures represent the highest percent for salgttion of program status.
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An assessment of the average business continuity management budget (approximate/ estim
expenses spent), average number of dedicated -tithe and parttime personnel, averag
number of disciplines managed in a program and the average gram maturity rating by
country. (An assessment of USA respondents.)

Avg Number of
Program Avg Total Avg Total Disciplines in
Maturity Rating FTE PTE Program
Very Immature $520,360
Immature $1,124,101
Average $2,232,807
Mature $5,361,627
Very Mature $2,832,691
Average Total $2,630,875

Budgeting

Describe how continuity program expenses are budgeted under your direction and managem
(An assessment diSA respondents.)

Budgeting of Program Expenses

22.29% B Program expenses are
allocated independently
from other functions
within the organization.

B Program expenses are
allocated to other
department(s).

¥ Program expenses do

NOT have a defined
56.46% budget.

Budgeting of Program Expenses

$5,527,214

$6,000,000
$5,000,000

$4,000,000 +~ $2,233,235
$3,000,000 1
$2,000,000 +~ $756,463

$1,000,000

$0 'I'/ T
Program expenses are Program expensesare  Program expensesdo NOT
allocated independently from allocated to other have adefined budget.
other functions within the department(s).
organization.
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Table shows a correlation between three different questions. First QuesifoRlease specif
what is accounted for in your annual budget. Please check box if the line item is curre
included in your program budget. Second Quist 7 Please indicate the percent of the overa
program budget for each line item. Third Questop 7 EAO EO UT OO0 Al | b/
annual budget for contingency related program expense$An assessment of USA respondents

*Om T E 2A0D )AGI)OGMIAS "KIAICOT T xEii 116 vitm AOA 061 T DPATT 10
*4EA AT TO01 0 1EOOAA EI OEA O! OAOACA " OAGCAO 111 01 66 Al 1 Ol budgetladd the
% of total budget for each line item. The avemgvas then calculated for all study respondents.

% of Resp Include
Budget Line Item Budget Item in % of Total Average
Total Budget Budget Budget Amount

Full Time Internal Staff 21.36% 13.72% $804,256.76

Consultants/ Contractors (Business
focus)
Consultants/ Contractors (IT focus) 5.70% 3.28% $272,710.14

Emergency Operations Center (EOC) 8.67% 5.05% $230,285.32
Hot-site/ Outsourced Alternate Site 11.13% 7.02% $1,335,317.80
Internal Recovery Site 7.33% 4.32% $693,901.52
Software 13.76% 8.40% $185,736.69
Notification/ Alerts 12.53% 7.48% $121,213.92
Mobile Recovery 4.25% 2.58% $145,214.79
DR Technology 9.79% 5.63% $1,035,472.20
Exercises 21.31% 13.18% $399,959.50
Training /Awareness 19.80% 12.41% $122,566.89
Travel 17.56% 10.83% $203,344.71
Other 1.45% 0.85% $196,708.37
Average Total N/A 100.00% $2,630,875 USD*

8.72% 5.24% $249,281.42

Highlighted numbers represent the highest figures for each budget line item in each column

* All questionable or incomplete budget information was verified by directly contacting the study respondent. Questionable afageS@  ( K |
confirmed were removed.

GhiKSNE 6dzRAISG fAYyS AdSYa a y2SR o6& adGdzReée LI NIAOALIyYyGAY
Budget covers Infonation Security, Emergency Supplies, Generator and UPS Maintenance, Other vendor costs to support BC programme,
Supplies, Supplies, Recruitment, vaulting, Response equipment, EOC Equipment repair and replacement, preparednesdjogeerpaises, Disaste
Response Unit, PT Internal Staff, hardware, Conferences, part time staff, training for direct staff, BIA, AutomationlINiate:iRternal staff budget nc
included, Telecommunication + equipment, Alternate Communications, no centrgebuid down to each country operating officer to sign off
Continuous Education, conferences, certifications, Supplies, documentation, Miscellaneous, Off site, training, storagehigimg, amsurance
Emergency supplied-5% of the work time of 18livisional representatives, contractor to be hired, unknown budget, Development of a DR sc
Supplies and Equipment and maintenance, hardware, public relatamheertising and Disaster Response Equipment and Supplies.
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Please specify budget revisions for 2009 for each budget line iteincrease, Decrease, Rema
the Same, or Not Sure(An assessment of USA respondents.)

Budget Item Increased Decreased Unchanged Not Sure
Full Time Internal Staff 9.42% 7.48% 73.13% 9.97%
Consultants/ Contractors (Business focus) 11.97% 30.28% 47.18% 10.56%
Consultants/ Contractors (IT focus) 13.19% 23.08% 53.85% 9.89%
Emergency Operations Center (EOC) 16.20% 4.23% 73.94% 5.63%
Hot-site/ Outsourced Alternate Site 25.00% 11.96% 56.52% 6.52%
Internal Recovery Site 27.97% 4.24% 61.02% 6.78%
Software 18.10% 4.52% 71.95% 5.43%
Notification/ Alerts 15.92% 3.48% 75.62% 4.98%
Mobile Recovery 16.67% 4.17% 72.22% 6.94%
DR Technology 35.95% 3.27% 52.94% 7.84%
Exercises 24.71% 7.47% 65.23% 2.59%
Training /Awareness 28.70% 5.86% 62.04% 3.40%
Travel 10.07% 38.89% 47.57% 3.47%
Other 20.83% 12.50% 45.83% 20.83%

Average % 19.37% 11.58% 62.98% 6.07%

Highlighted figuresndicate thehighest percentfor increase, decrease or unchanged budget revision overall

For each line item, if the budget incres&d or decreased then what percent do you anticipate t
budget for that line item to increase or decrease(An assessment of USA respondents.)

Full Time Internal Staff 31.40% 34.24%
Consultants/ Contractors (Business focus) 21.32% 44.25%
Consultants/ Contractors (IT focus) 9.15% 13.11%
Emergency Operations Center (EOC) 17.32% 2.01%
Hot-site/ Outsourced Alternate Site 30.06% 21.89%
Internal Recovery Site 27.46% 5.74%
Software 55.33% 7.35%
Notification/ Alerts 37.35% 8.48%
Mobile Recovery 14.18% 3.56%
DR Technology 43.87% 5.70%
Exercises 88.37% 20.70%
Training /Awareness 82.51% 8.78%
Travel 27.45% 86.03%
Other 5.59% 0.93%

Highlighted figures indicate thgreatest change in both the increase and desee budget revision.

Percentage fiqures do not equal 100% as this is the average Increase and Decrease amount
for each item.
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Personnel

Table shows a correlation between two different questions. First QuestfoRlease specify al
the disciplines that youpersonally manage. Select all that apply. Second Questioff you
personally manage more than one discipline within your program, please indicate how mj3
full-time employees (FTE) and/ or partime employees (PTE) you have dedied to your
continuity program? Please confirm that the number below is the total FTE and PTE headcg
for all locations under your direction and management. (Ausum function built into study.)
(An assessment of USA respondents.)

Disciplines i Current Personnel Avg FTE  Avg PTE % of Resp
Multi-Discipline 13 45 80.62%
Audit 39 33 6.71%
Business Continuity Process (Business Focus) 21 84 34.22%
Compliance 47 72 9.37%
Crisis Management 27 118 20.36%
Disaster Recovery Process (IT Focus) 25 110 22.24%
Emergency Management 30 112 19.63%
Facilities Management 72 31 4.78%
Health & Safety i Occupational 51} 55/ 4.29%
Health & Safety - Environmental 61 73 3.35%
Information Technology 5l 41 8.58%
Records Management 18 23 5.67%
Risk Management i Enterprise 47 64 8.19%
Risk Management i Insurance 81 44 2.56%
Risk Management i Operational 47 88 9.02%
Security i Information 44 41 9.27%
Security i Physical 39 43 7.99%
Other 24 74 3.94%

Average Total 15 56

Highlighted figures indicate th@ghest figures in each column.

Average number of discipline FTE and PTE staff is the average only for those study respondents that indicated manpgaifictdécipline itheir
program and having staff dedicated to that discipline.

Average Number of Disciplines Managed per Respondent: 4.0

Sum of percentages exceed 100% due to respondents managing multiple disciplines.
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Table showsa correlation between two different questions. First QuestignPlease specify al
the disciplines that youpersonally manage. Select all that apply. Second Questioff you
personally manage more than one discipline within your program, please indeedhow many
full-time employees (FTE) and/ or partime employees (PTE) dedicated to the continuit
program you plan to hire in 2009? Please confirm that the number below is the total numbe
proposed new personnel for all locations under your directiand management. (Autesum
function built into study.) (An assessment of USA respondents.)

Disciplines 1 Hiring Personnel Avg FTE  Avg PTE % of Resp
Multi-Discipline 0.81 16.44 56.05%
Audit 1.37 0.65 1.53%
Business Continuity Process (Business Focus) 1.04 0.3 12.43%
Compliance 0.7 0.33 2.62%
Crisis Management 0.79 0.23 8.07%
Disaster Recovery Process (IT Focus) 0.79 0.24 8.07%
Emergency Management 1.64 0.34 5.89%
Facilities Management 4.4 125 1.31%
Health & Safety i Occupational 1.39 1.86 0.65%
Health & Safety - Environmental 0.25 0 0.44%
Information Technology 1.31 0.47 2.40%
Records Management 1.18 0.22 1.96%
Risk Management i Enterprise 1.45 0.38 1.96%
Risk Management i Insurance 2.44 0 0.22%
Risk Management i Operational 1.21 0.21 1.96%
Security i Information 1.26 0.26 1.96%
Security i Physical 1.54 0.44 1.53%
Other 211 0 0.44%

Average Total 1.32 4.31

Highlighted figures indicate th@ghest figures in each column.

Average number of discipline FTE and PTE staff offatédi hires is the average only for those study respondents that indicated managing that specific
discipline in their program and having staff dedicated to that discipline.

Mot Sure: 31%

Sum of percentages exceed 100% due to respondents managing multiple disciplines.
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Will you be reducing your fultime dedicated continuity program staff in 2009 underopur
direction and management?(An assessment of USA respondents.)

Will you be reducing your full-time dedicated continuity program staff in 20097

Mot Sure

If yes, what are the reasons for reducing your dedicated continuity program staff in 20(

Please select all that apply(An assessment of USA respondents.)
* Total percent may exceed 100% due to multiple selections.

If yes, what are the reasons for reducing your continuity staff?

Total Percent will exceed 100% due to multiple selections.
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Organizational Reporting Structi

Table shows a correlation between three different questions. First Questigvhich department
best describes the reporting structure of your program under your direction and manageme
Please select the best response from the following departmen&econd Questiorgz Under the
current department ownership, do you agree that the continuity program is best situated wit
your organization for maximum visibility? Selection choices include strongly disagree, disag
neutral, agree and strongly agreeThird Question- Is your organization considering a different
department owner for the continuity program to maximize visibility? (An assessment of US
respondents.)

Considering a
Different
Department
Owner?

Program Best Situated for Maximum Visibility

% of Strongly Strongly
Department Owner Resp disagree  Disagree Neutral Agree agree

Assurance/ Compliance 1.91% 30.00% 20.00% 0.00% 40.00% 10.00% 20.00% 80.00%
Audit - Internal 2.29% : 25.00% 8.33% 16.67% 25.00% 25.00% 16.67% 83.33%
Business Continuity Office + 9.92% 9.62% 15.38% 15.38% 38.46% 21.15% 7.69% 92.31%
Corporate Offices 7.06% 2.70% 10.81% 16.22% 45.95% 24.32% 8.11% 91.89%
Facilities Management 3.63% 10.53% 31.58% 15.79% 26.32% 15.79% 5.26% 94.74%
Finance 2.67% 0.00% 7.14% 35.71% 50.00% 7.14% 7.14% 92.86%
Human Resources 1.15% 16.67% 0.00% 33.33% 50.00% 0.00% 16.67% 83.33%
Information Technology + 26.91% 16.31% 19.86% 19.86% 33.33% 10.64% 17.73% 82.27%
Legal Counsel 1.34% 0.00% 28.57% 42.86% 14.29% 14.29% 0.00% 100.00%
Operations 8.78% 6.52% 19.57% 13.04% 34.78% Y 26.09% 10.87% 89.13%

g‘;?ig;am Management 515% wah 34629 11.54% 3.85% 34.62% 15.38% 14.81% 85.19%

Risk Management + 10.50% 3.64% 1.82% 12.73% 34.55% * 47.27% 14.55% 85.45%
Security i Information 4.96% 11.54% 19.23% 19.23% 42.31% 7.69% 23.08% 76.92%
Security i Physical 3.82% 0.00% 30.00% 5.00% 50.00% 15.00% 5.00% 95.00%
Strategic Planning 1.34% 0.00% 28.57% 14.29% 42.86% 14.29% 0.00% 100.00%
Individual business units 1.53% ‘ 25.00% 0.00% 12.50% 50.00% 12.50% 12.50% 87.50%
Other 7.06% 10.81% 8.11% 16.22% 35.14% * 29.73% 8.11% 91.89%

Highlighted figures indicate tHeighestf A 3dz2NB & Ay GKS aadNRy3fte RAalINBSE yR
-

*Indicatesthetoppercentofstudyrespondentswhoi ndi stiorgglga gir eed f or program organi zation

Indicates the top three department owners by percent of respondents.

Indicates t he top percent of study respondents who indicted Astron:
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Table shows a correlation between two different questions. First QuestHdNhich deartment
best describes the reporting structure of your program under your direction and manageme

Please select the best response from the following departments. Second Quegtlanyour
opinion, how would you rate the maturity of your program? Plsea rate on a scale of 1 to 5 wit
1 meaning VERY IMMATURE and 5 meaning VERY MATUREassessment of USA respondents

Very Very
Department Owner Immature  Immature Average Mature Mature
Assurance/ o 9 ® 9 o
CoEmes 3.85% 3.16% 2.12% 0.95% 0.00%
Audit - Internal 0.00% 3.16% 3.17% 0.95% 0.00%

(B)]E’f?égess Continuity 7.69% 3.16% 9.52% 13.33% 15.00%

Corporate Offices 0.00% 8.42% 6.88% 5.71% 10.00%
Facilities Management 0.00% 4.21% 3.70% 6.67% 2.50%
Finance 3.85% 4.21% 1.06% 3.81% 2.50%
Human Resources 7.69% 3.16% 0.00% 0.95% 0.00%
Information

42.31% 29.47% 29.63% 20.00% 20.00%
Technology

Legal Counsel 0.00% 2.11% 1.59% 0.95% 0.00%
Operations 0.00% 4.21% 8.47% 14.29% 12.50%

grfgggam Management 3.85% 7.37% 4.23% 3.81% 7.50%

Risk Management 7.69% 8.42% 9.52% 13.33% 12.50%
Security T Information 3.85% 3.16% 6.35% 5.71% 5.00%
Security i Physical 3.85% 3.16% 3.70% 3.81% 7.50%
Strategic Planning 0.00% 0.00% 1.59% 0.95% 0.00%

'u"n‘]:'t‘s"d”a' business 0.00% 2.11% 1.06% 1.90% 0.00%

Other 15.38% 10.53% 7.41% 2.86% 5.00%

Highlighted figures indicate th@ghest figures for each department owner by row.

If you arenot considering a different department owner for the continuity program, which

department(s) would you prefer? eéect all that apply. (An assessment of USA respondents.)
- Total percentwill exceed 100% due to multiple selections.

Those organizations not considering a change - Which department would you prefer?

Assurancef Compliance _11.65%
audit- internal | GG 7 59%
Business continuity o« |, ¢ .09
Corporate Offices _26.?9%
Facilities Management _5.66%
Finance [ 2 56%
Human Resources _1.82%
Infarmation Technology _18.64%
Legal Counsel _5.99%
operations | GG ' 7 .57 %
Program Management Office _11.31%
Rk vanaerrert | - 5%
Security — Information _?.32%
Security— Physical [ NN G4 9%
strategic Planning | NG ' - 5 4%
individual business units [ 2.99%
other |G 6%
o 5t 1% 18%
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If you are considering a different department owner for the continuity program, whig

department(s) is being considered? Seledt that apply. (An assessment of USA respondents.)
- Total percentwill exceed 100% due to multiple selections.

Those organizations considering a change - What departments are being considered?

Assurancel Campliance
Busineszs Continuity Office
Caorporate Offices
Finance

Human Resources
Information Technalagy
Cperations

Frogram Management Office
Rizk Management
Security — Infarmation
Security - Physical

Strategic Planning

| B

Individual husiness units lD.%%

Other

Program Sponsorship

Please specify by job title who is totally engaged and sponsoring the continuity prog
functions. Please select tHmest response(An assessment of USA respondents.)

Who is totally engaged and sponsoring the program?

Boardi General Councill Executive Committee
Fresident
CED — Chief Executive Officer
ClOJ CTO = Chief Infarmation Officers Chief Technology Officer
CEOf CIS0 — Chief Security Officerf Chief Infarmation Security Officer
CFO = Chief Financial Officer
CO0 — Chief Operating Officer
CAQ — Chief Administrative Officer
CRO - Chief Risk Officer
CC0 — Chief Continuity Officer
Other Chief Title
Executive VP, Executive Director, General Manager
Senior WP, Senior Director, Senior Manager

WP Director

I - (¢
I
I -
1 ¢ 5
I 2

I ¢

I : -0

| RES

I 2

| kS

[ [t

I <0
I 1
N 1 75

Assistant VP, Assistant Director, Manager | I NN - 42
specialist, Coordinator, Planner | NN - 51%
other |G : 1 7%
o 2% 4t

£% 8%
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Table shows a correlation between two different questions. First Questi®tiease specify by jol
title who is totally engaged and sponsoring the continuity program functions. Please select
best response. Second Questignin your opinion, how would you rate the maturity of you
program? Please rate on a scale of 1 to 5 with 1 meaning VERY IMMATURE and 5 meaning
MATURE(An assessment of USA respondents.)

\/=13Y Very
Program Sponsor Immature Immature Average Mature Mature
Board/ General
Council/ Executive 7.69% 5.26% 7.33% 11.43% 15.00%
Committee
President 0.00% 0.00% 5.24% 2.86% 12.50%
gleﬁC(): érCh'ef Executive 0.00% 4.21% 6.28% 13.33% 10.00%
CIO/ CTO i Chief
Information Officer/
Chief Technology
Officer
CSO/ CISO'i Chief
Security Officer/ Chief
Information Security
Officer
CFO i Chief Financial
Officer
COOi Chief Operating
Officer
CAOQOT Chief
Administrative Officer
CRO'i Chief Risk
Officer
gggércmef Continuity 5 5o 0.00% 0.52% 0.95% 5.00%
Other Chief Title 0.00% 0.00% 1.05% 0.00% 0.00%
Executive VP,
Executive Director, 15.38% 10.53% 8.90% 7.62% 10.00%
General Manager
Senior VP, Senior
Director, Senior 7.69% 8.42% 10.47% 7.62% 10.00%
Manager
VP/ Director 7.69% 14.74% 12.57% 12.38% 2.50%
e A 1 5495 4.21% 2.62% 2.86% 2.50%
Director, Manager
Specialist,
Coordinator, Planner

Other 7.69% 5.26% 3.14% 3.81% 5.00%

30.77% 22.11% 19.37% 18.10% 15.00%

0.00% 4.21% 3.66% 2.86% 2.50%

3.85% 7.37% 5.24% 1.90% 7.50%
0.00% 5.26% 4.71% 2.86% 2.50%
0.00% 2.11% 2.09% 4.76% 0.00%

3.85% 1.05% 3.66% 4.76% 0.00%

0.00% 5.26% 3.14% 1.90% 0.00%

Highlighted figures indicate th@ghest figures for each sponsor by row.
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If the program is being sporwed by a Chief Officer or above, is this person really engaged
your opinion? Rate on a scale of 1 to 5 with 1 meaning Very Little Involvement and 5 mea
Very Involve. (An assessment of USA respondents.)

How is Engaged is this Individual?

17 Very Little 51 Very
Sponsoring Job Title Involvement Involved
Board/ General Council/ Executive Committee 0.00% 19.51% 21.95% 34.15% 24.39%
President 4.55% 9.09% 31.82% 27.27% 27.27%
CEO'i Chief Executive Officer 5.00% 7.50% 25.00% 35.00% 27.50%
CIO/ CTO i Chief Information Officer/ Chief Technology Officer 5.05% 25.25% 26.26% 24.24% 19.19%

CSO/ CISO1 Chief Security Officer/ Chief Information Security 11.76% 17.65% 5.88% 47.06% 17.65%
Officer : . . ] .
CFOi Chief Financial Officer 4.00% 12.00% 32.00% 28.00% 24.00%

COOQ'i Chief Operating Officer 5.00% 15.00% 30.00% 30.00% 20.00%
CAO i Chief Administrative Officer 9.09% 0.00% 63.64% 18.18% 9.09%
CRO'T Chief Risk Officer 0.00% 33.33% 22.22% 16.67% 27.78%
CCO'i Chief Continuity Officer 0.00% 0.00% 16.67% 33.33% 50.00%
Other Chief Title 20.00% 20.00% 20.00% 20.00% 20.00%

Highlighted figures indicate th@ghest figures for each sponsor by row.

Table shows a correlation between three défrent questions. First Questiop What is the level
of separation from the Executive Committee for this individual? Selection choices include

6+. Second Questiop Based on the current level of separation from the Executive Committ
do you agreethat the continuity program is best situated within your organization for maximu

visibility? Selection choices include strongly disagree, disagree, neutral, agree and stro
agree. Third Question Is your organization considering a different levelfesponsorship for the
continuity program to maximize visibility? (An assessment of USA respondents.)

Considering a

Program Best Situated for Maximum Visibility | Different Level of
Sponsorship?
Level of Separation from % of  strongly Strongly
Executive Committee Resp disagree Disagree  Neutral Agree agree Yes \[o)
36.36% 3.74% 10.16%  18.18%  36.90%  31.02% 6.95% 93.05%
30.37% 5.73% 10.83%  19.11%  42.68%  21.66% 4.46% 95.54%
15.86%  14.81%  25.93%  18.52%  30.86% 9.88% 13.41%  86.59%
10.83%  21.43%  26.79%  17.86%  26.79% 7.14% 19.64%  80.36%
3.48% 33.33%  11.11%  22.22%  16.67%  16.67% = 22.22%  77.78%
2.32% 25.00%  33.33%  16.67%  25.00% 0.00% 16.67%  83.33%
0.77% 75.00% 0.00% 0.00% 25.00% 0.00% 0.00%  100.00%

Highlighted figures indicate th@ghest figures for eaclevel of separation by row.
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If you are not considering a different level of separation from the Executive Committee for
continuity program, which level of separation would yoprefer? (An assessment of US
respondents.)

Those organizations not considering a change - What level of separation from the executive committee would you prefer for the individual sponsoring the program?

If you are considering a different level of separation from the Executive Committee for
continuity program, to the best of your knowledge, what level of separation from the Execu
Committeeis being considered?An assessment of USA respondents.)

Those organizations considering a change - What level of separation from the executive committee is being considered for the individual sponsoring the program?
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Program Assessment & Exercising Pla

How often does your company review and update the BIA for organizational processeméddsg
critical and non-critical? (An assessment of USA respondents.)

Haowy often does your organization review and update the BIA for critical and non-critical organizational processes?

M Critical
M Hon-Critical

Annually

Every 6 maonths

Every other year

Every three years

Less aften than three years

=)
m
&
=
=

Table shows a correlation between two different questions. First Questittow often does you
company review and update the BIA for organizational processes deergeitical ? Second
Questionz In your opinion, how would you rate the ntarity of your program? Please rate on :
scale of 1 to 5 with 1 meaning VERY IMMATURE and 5 meaning VERY MATARBssessmen
of USA respondents.)

Review & Update the BIA T \/=18Y Very
Critical Processes Immature  Immature Average Mature Mature

Every six months 4.00% 1.12% 7.69% 7.07% 13.16%
Annually 28.00% 37.08% 42.86% 50.51% 65.79%
Every other year 12.00% 21.35% 19.78% 22.22% 10.53%
Every three years 12.00% 11.24% 10.44% 10.10% 7.89%
Less often than three years 8.00% 12.36% 10.44% 8.08% 2.63%

Never 36.00% 16.85% 8.79% 2.02% 0.00%

Highlighted figures indicate th@ghest figures for each row.
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Table shows a correlation between two different questions. First Questittow often does you
company review and update the BIA for organizational processes deemed-critical? Secong
Questionz In your opinion, how would you rate the maturity of your program? Please rate o
scale of 1 to 5 with 1 meaning VERY IMMATURE and 5 meaning VERY RIATAN assessmen
of USA respondents.)

Review & Update the BIA i \/=18Y \/=18Y
Non-Critical Processes Immature  Immature Average Mature Mature

Every six months 0.00% 0.00% 6.59% 4.12% 5.26%
Annually 25.00% 27.27% 29.67% 45.36% 47.37%
Every other year 8.33% 20.45% 15.93% 23.71% 18.42%
Every three years 8.33% 11.36% 16.48% 8.25% 7.89%
Less often than three years 8.33% 13.64% 17.58% 10.31% 10.53%

Never 50.00% 27.27% 13.74% 8.25% 10.53%

Highlighted figures indicate theighest figures for each row.

In your opinion, does your organization leverage the outcome of the BIA and/ or r
assessments to elevate the program? Please rate on a scale of 1 to 5 with 1 meaning Str
Disagree and 5 meaning Strong Agree. (An assessment of USA respondents.)

Inyour opinion, does your organization leverage the outcome of the BIA andf or risk assessments to elevate the program?
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Do you exercise your program®An assessment of USA respondents.)

Do you exercise your program?

11.04%

How often do you exercise plans for Mission Critical IT Assets, Mission Critical Bus

Functions, Less Critical IT Assets an@ds Critical Business FunctiongAn assessment of US
respondents.)

How Often do You Exercise Your Plans?

M Mission Critical IT Assets

M Mission Critical Business
Functions
B4 Less Critical IT Assets

Less Critical Business
Functions

Less than
Twice a every other
Daily \WEEINY Monthly  Quarterly year Annually year
Mission Critical IT

2.70% 11.76%  27.94%  47.06% 2.45% 2.21%
Assets

Mission Critical 3.56% 8.08% 19.48%  58.91% 4.04% 3.33%
Business Functions

Less Critical IT 16.71% 516%  9.83%  35.38%  14.50% 17.44%
Assets

Less Critical 18.53% 2.85% 8.08% 37.29%  13.30% 18.29%
Business Functions

Highlighted figures indicate th@ghest figures for each row.
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Table shows a correlation between two different questions. First Questidthow often do you
exercise plans foMission Critical IT Assets Second Questignin your opinion, hav would you
rate the maturity of your program? Please rate on a scale of 1 to 5 with 1 meaning VH

IMMATURE and 5 meaning VERY MATURAN assessment of USA respondents.)

Testing Plans T \/=13Y,
Mission Critical IT Assets Immature  Immature Average

Daily 0.00% 0.00% 1.28% 1.14% 0.00%

Weekly 0.00% 0.00% 0.64% 0.00% 2.78%

Monthly 13.33% 2.99% 3.21% 4.55% 5.56%

8.97% 11.36%

Quarterly 6.67% 7.46% 16.67%

Twice a year 13.33% 25.37% 28.85% 32.95% 33.33%

Annually 53.33% 50.75% 51.28% 43.18% 36.11%

Every other year 0.00% 2.99% 1.92% 4.55% 0.00%

Less than every other year 6.67% 5.97% 1.28% 0.00% 5.56%

Never 6.67% 4.48% 2.56% 2.27% 0.00%

Highlighted figures indicate theighest figures for each row.

Table shows a correlation between two different questions. First Questidthow often do you
exercise plans foMission Critical Business Functiois Second Questignin your opinion, how
would you rate the maturity of your program? Please rate on a scale of 1 to 5 with 1 mea
VERY IMMATURE and 5 meaning VERY MATURE assessment of USA respondents.)

Testing Plans i
Mission Critical Business Very Very
Functions Immature Immature Average Mature Mature

Daily 0.00% 0.00% 0.62% 1.09% 0.00%
Weekly 5.88% 0.00% 0.00% 0.00% 0.00%
Monthly 0.00% 0.00% 1.86% 2.17% 2.70%
Quarterly 17.65% 5.88% 5.59% 8.70% 8.11%
Twice a year 0.00% 14.71% 22.36% 17.39% 29.73%
Annually 70.59% 52.94% 62.11% 61.96% 59.46%
Every other year 0.00% 5.88% 4.35% 5.43% 0.00%
Less than every other year 5.88% 8.82% 1.86% 3.26% 0.00%

Never 0.00% 11.76% 1.24%

Highlighted figures indicate th@ghest figures for each row.
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Table shows a correlation between two different questions. First Questidthow often do you
exercise plans folLess Critical IT Asse®s Second Questianin your opinion, how would you
rate the maturity of your progam? Please rate on a scale of 1 to 5 with 1 meaning VH
IMMATURE and 5 meaning VERY MATURAN assessment of USA respondents.)

Testing Plans i \/=13Y \/=18Y
Less Critical IT Assets Immature  Immature Average Mature Mature

Daily 0.00% 0.00% 0.65% 0.00% 0.00%
Weekly 0.00% 0.00% 0.00% 0.00% 2.78%
Monthly 0.00% 1.47% 0.65% 0.00% 0.00%
Quarterly 6.67% 5.88% 2.60% 1.12% 11.11%
Twice a year 0.00% 11.76% 9.74% 11.24% 13.89%
Annually 26.67% 25.00% 34.42% 44.94% 52.78%
Every other year 13.33% 11.76% 13.64% 19.10% 2.78%
Less than every other year 13.33% 19.12% 22.08% 15.73% 8.33%

Never 40.00% 25.00% 16.23% 7.87% 8.33%

Highlighted figures indicate theighest figures for each row.

Table shows a correlation between two different questions. First Questdtow often do you
exercise plans folLess @tical Business Function® Second Questianln your opinion, how
would you rate the maturity of your program? Please rate on a scale of 1 to 5 with 1 mea
VERY IMMATURE and 5 meaning VERY MATUYRE .assessment of USA respondents.)

Testing Plans i Less Critical Very Very
Business Functions Immature Immature Average Mature Mature

Daily 0.00% 0.00% 0.62% 0.00% 0.00%
Weekly 0.00% 0.00% 0.00% 0.00% 0.00%
Monthly 0.00% 0.00% 1.24% 1.09% 8.11%
Quarterly 0.00% 1.47% 1.24% 3.26% 5.41%
Twice a year 5.88% 10.29% 8.07% 7.61% 8.11%
Annually 41.18% 23.53% 36.02% 46.74% 51.35%
Every other year 5.88% 13.24% 14.91% 14.13% 10.81%
Less than every other year 11.76% 17.65% 20.50% 19.57% 8.11%

Never 35.29% 33.82% 17.39% 7.61%

Highlighted figures indicate th@ghest figures for each row.
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What type of scenarios have you implemented to exercise your plans? Select all that aggly.

assessment of USA respondents.)
- Total percentwill exceed 100% due to multiple selections.

What type of scenarios have you implemented to exercise your plans?

Percentages will exceed 100% due to respondents selecting multiple scenatios.

How often do your internal audit department and external auditor reviewoyr program? (An
assessment of USA respondents.)

Haow often does your Internal and External Auditors Review Your Program?

M Internal Auditors
M External Auditors

Gluarterly

Bi-annually

Annually

Every other year

Every three years

[=]
=
5]

=

Copyright ©2009 BC Management, Inc. All rights reserved. CONFIDEN Page32




Table shows a correlation between two different questions. First QuestioRlow often do
Internal Auditors review your program? Second Questignin your opinion, how would you rate
the maturity of your program? Please rate on a scale of 1 to 5 with 1 meaning VERY IMMAT
and 5 meaning VERY MATUREn assessment of USA respondents.)

Internal Audit of Program by Program Maturity

A

=¢==\/ery Inmature
== Immature
==de= Average

== Mature

==\/ery Mature

Table shows a correlation between two different questions. First QuestioMow often do
External Auditorsreview your program? Second Questianin your opinion, how would you rate
the maturity of your program? Please rate on a scale of 1 to 5 with 1 meaning VERY IMMA
and 5 meaning VERY MATUREn assessment of USA respondents.)

External Audit of Program by Program Maturity

=p==\/ery Inmature

== |mmature
==l Average

== Mature

==é&=\/ery Mature
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Recovery Time

~

When a critical system fails, what is youhT T OET CAT AU BOI COAI 30 bi
availability/ up time for the service?(An assessment of USA respondents.)

When a critical system fails, what is your contingency program's point of failure to a point of availability up time for the service?

7EAT A AOEOEAAI OUOOAI EAEI Oh xEAO EO Ul 0O
recoverability? (How quicklyshould an application be restored to its original operational levg
after it fails?) (An assessment of USA respondents.)

When a critical system fails, what i5 your contingency program's point of failure to a point of recoverability?
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Technology Recovery Solutions

Do you contract with a thirdparty hot site/ alternate site technology recovery vendor undsg
your direction and management?(An assessment of USA respondents.)

Doyou contract with a third-party hot sitef alternate site technology provider?

If yes, who is your third party hosite/ alternate site technology recovery vendor? Select

that apply. (An assessment of USA respondents.)
- Total percentmay exceed 100% due to nhtiple selections.

Third Party Hot-Site/ Alternate Site Providers % of Resp

CAPS Business Recovery Services 0.64%
Classic Blue 1.27%
COL Ltd. 0.64%
Computer Recovery Centre Sdn.Bhd 2.23%
CoSentry 1.27%
Dell 5.41%
DRS 0.96%
EDS 3.18%
Enterprise Data Corporation 0.32%
Equinix, Inc. 0.64%
GDS 0.64%
Hewlett-Packard 7.01%

IBM

39.49%

Network Technology Group (NTG)
OFFSITE, LLC

Recall

Recovery Point Systems

Rentsys

SunGard

Unisys

2.23%
2.55%
1.59%
3.82%

10.83%
64.33%

2.87%
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Wipro Technologies/ Infocrossing 0.32%

Other 28.03%

Total percent may exceed 100% due to respondents selecting multiple hot-zite/ alternate site technology providers.

Other Responses ffddot-Site/ Alternate Site Providers

AT%T,; AT&T; ATT, SAVVIS, AGILITY; Agility; Agility REcovery ; Agility Recovery; CONFIDENTEACIaSSI©B]ue; CoSentry; Contractors not listed;
CyrusOne; DBSI; Data Foundry; DataChambers, Wistem, NC; Don't Know ; Don't remember the name. Selected by VP IT; EDS; EMC; EOS, Che
IL; Equinix, Inc.; First Technology Capital; GTEL NETW&RK®ment Agency; Hogan Financial Systems; Hughes; IBM; IT arranged; Iron Mountain; |
Mountain, MaitGard; Lexis Springfield, Ohio with Backup in Miamisburg, Ohio; Mailgard; Mainline; Name is unknown ; Northrop Grumman; Ohio S
University; Other tate agency; Peak10; Perot; Pithney Bowes; Pitney Bowes (remote print); QTS; Qwest; Qwinstar; Recovery Point Systems; R
SunGard; TBD in 2009; TW Telecom; TierPoint ; Time Warner; Trinity Health; VzB; Wanbishi; WebEOC,; affiliate firnsi;agilityrops other vendors;
renovadata; secure Location

If currently utilizing a third party hot-site/ alternate site for your technology recovery solutio
are you considering an internal recovery capability?An assessment of USA respondents.)

Are you considering an internal recovery capability?

Have you changed your technology reeery solution in the last two years(An assessment of US
respondents.) (An assessment of USA respondents.)

Have you changed your technology recovery solution in the last two years?
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If yes, what was your previous technology recovery solution{An assessment of US
respondents.)

If yes, what was your previous technology recowvery solution?

Are you considering a change to yodechnology recovery solution in 20097An assessment o
USA respondents.)

Are you considering a change to your technology recovery solution in 20097

If yes, please select all technology solutions you are considering. To the best of your al

please indicate the budget amount being considerddn assessment of &A respondents.)
*Total percent will exceed 100% due to multiple selections.

Exclusively at vendor location 12.33% $684,286 USD
Mixed solution between multiple vendors 21.23% $1,886,726 USD
Mixed solution between vendor (s) and internal recovery solution 54.79% $2,572,639 USD
Internal solutions at primary site 17.81% $5,607,312 USD
Internal solutions at alternate site 49.32% $2,700,696 USD

Average Total Estimated Budg$3,380,268 USD
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Consulting Initiatives

How many contractors do you currently employ for your program undgour direction and
management? (An assessment of USA respondents.)

Contractors Currently Retained

If yes, what is the length of the contract for the longest contracto(Rn assessment of US
respondents.)

Those Who Retain Contractors - How Long

% 3
Lessthan 3 maonths 3-8 manths B - & manths 9-12 months 1-1.48vears 1.5- 2years 2- 3years 3-4dvyears Cwer 4 years
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Will you be engaging in consulting work in 2009 for your program under your direction a
management?An assessment of USA responden

Consulting Work in 2009

31.11%

68.89%

What consulting initiatives are you planning in 2009 in regards to ASSESSMENT, COMPLIA
STANDARD, BC PROGRAM, DR PROGRAM AND GENERAL MANAGEMENT OF PRA&G
assessment of USA respondents.)

Consulting Work in 2009 % of Respondents
BIA 46.10%

Facility Evaluation 27.92%
Gap analysis 36.36%
Assessment None/does not apply 14.29%
Other 7.79%
Risk Assessment 43.51%

27.92%
1.30%

Technical
BASEL Il

BS 31100 (Risk Management) 3.25%
BS25777 5.19%
BS25999 Part 2 Business Continuity Management Systems 18.18%
COBIT 9.74%
DRI International Professional Practices 22.73%
FFIEC 9.74%
Good Practice Guidelines 2008 (BCI) 10.39%
Gramm Leach Bliley Act (GLBA) 7.79%
HB 167:2006 i Security Risk Management (Australia Standard) 1.30%
HB 221:2004 (Australia Standard) 1.30%
Compliance/ Standard HB 292-2006 (Australia Standard) 1.30%
HB 436:2004 i Risk Management (Australia Standard) 1.30%
HIPAA 14.29%
ISO 14001 Environmental Management 1.30%
ISO 20000 IT Service Management 5.84%
ISO 27001 Information Security 9.09%
ISO 9000 Fundamentals and Vocabulary of Quality Systems 0.65%
ISO 9001 Quality Management 4.55%
Joint Commission (Hospitals) 7.79%
Local Banking Superintendency Requirement 1.30%
NFPA 1600 24.03%
NFPA 1600 (Canadian Version) 2.60%
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None/does not apply 23.38%
NYSE 446/NASD 3500 1.95%
OSHA Compliance 12.99%
Other 9.74%
Patriot Act 6.49%
Prudential Standard APS 232 on BCM (Australia) 0.65%
Prudential Standard GPS 222 on BCM (Australia) 0.65%
Prudential Standard LPS 232 on BCM (Australia) 1.30%
Sarbanes Oxley 18.18%
SEC Regulations 9.74%
Title IX 7.79%
Awareness 36.36%
Crisis Mgt (Emergency Operations Center) 29.87%
Development 37.01%
Documentation 42.21%
Emergency Management 27.92%
Exercise 48.05%

BC Program (Business Processes)

Implementation 34.42%
None/does not apply 13.64%
Other 1.30%
Pandemic Planning 29.22%
Back-up/Resiliency 35.71%
Development 26.62%
Documentation 33.77%
Exercise 42.86%
DR Program (IT Processes) High availability/ Operational Resilience 31.82%
Implementation 29.87%
None/does not apply 20.13%

Other 1.95%
BCM Policy 21.43%
Customer Training 12.99%
Electronic Risk 4.55%
Executive Buy-in 17.53%
Media/ Event Planning 5.19%
None/does not apply 22.73%
Operational Risk 16.23%
Other 1.95%
Project Management 25.97%
Recommendations 27.92%
Software Implementation 22.08%
Strategic Planning 28.57%

General Continuity Consulting

Other Consulting Initiatives for 2009:

Assessment WorkBusiness Process Flow Analysis, Exercising plan, Just completed in 2008, Pandemic Planning, Software, Software Tedtv&rpport,
upgrade and related training, grant writinglan development and implementatiorplans, training course developmentquirementsassessment,
software implementation

Compliance/ Standard Work DOE O 150.1, NAP 14.x., EMAP, FCD E&A?Best Pctices, Massachusetts Data Privacy Regs., Federal Continuity
Directive 1, Federal Continuity DirectiveBgher Education and Authorizatidwt, MA EXECUTIVE ORDER NO. 490, MA EXECUTIVE ORDER NO. 144
Model Audit Rule (insance industry's version of SOXNJMS, NIST, None. In place., PCI, Virginia Executive Orfledet4) government regulations

Other BC Program (Business Proces¥ésik ¢ Improvementand policy.
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