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“Because People Are Your Greatest Asset”
	Position Title: Security & Business Continuity Advisor
	Location: Anywhere, XY USA

	
	

	Reports to: Director of Information Technology
	Business Line: Information Technology

	
	

	Grade: 
	Department: Information Technology

	
	

	Status: Exempt, Full-time, Permanent Employee
	Job Code: 

	
	

	Salary: Will be based on experience
	Date: 09/13/05


	Company Information:




	Position Summary (purpose): 

Manage the Company’s overall security and business continuity program to ensure the company can recover from any potential disasters and that the company is protected from outside threats.


	Primary Responsibilities:

· Project Management for business continuity and security initiatives in an enterprise IT environment, including application, network, account and perimeter security; development and implementation of policies and documentation following best practices, incorporating elements of existing documentation, analysis of systems criticality, negotiation with affected stakeholders such as technical staff members, non-technical department heads, practice group chairs, etc.
· Development of Service Level Agreements with the Firm for provision of network, application, and support services, including negotiation and compliance with a planned outage agreement. 
· Responsible for developing and enforcing adherence to a uniform Change Control Policy for all version updates, configuration changes, user creation events, application and device additions and removals, etc.
· Responsible for developing and implementing periodic vulnerability / intrusion testing in consultation with 3rd party consultants and affected technical services staff; includes auditing of staff and vendor compliance with Firm policies as well as executing formalized procedures for responding to security violations. 
· Conduct security awareness training for Firm personnel. 
· Must interact with high level staff (including partners and directors) to implement Firm policies for security and business continuity.
· Responsible for maintaining acceptable physical security & environmental conditions in the Firm’s five data centers; management and deployment of remote monitoring systems, remote KVM, out-of-band access, physical security, environmental alarms, etc.
· Responsible for daily management and support of the Firm’s enterprise data backup processes, using Veritas Netbackup and NSI Doubletake. 
· Tasks include auditing, review, data restores, tape rotation, preparation of reports for off-site tape vaulting, monthly server reconciliation, monthly validation of restore processes from media sets.
· Works with minimal supervision to support Windows 2000, MS Exchange 2000, MS SQL 2000 and Active Directory in a clustered and replicated environment to provide high availability and redundancy.
· Researches, evaluates and recommends new security and business continuity technologies to meet business needs. 
· Attend internal/ external meetings, seminars, conventions, etc., to expand professional expertise and maintain professional contacts that support assigned functions.
· Position will require some travel and off-hour, on-call support (on an as needed basis).


	Key Relationships:

· Global IT Group
· Legal and corporate entities
· Executive Management

· Strategic customers and vendors
	Focus:

· Align activities with best practices within security and contingency planning initiatives.

· Assess the company’s ability to meet regulatory and audit requirements.

· Create awareness and present findings on industry standards and best practices in order to elevate the contingency program.

· Evaluate current contingency planning initiatives to ensure a complete recovery program is implemented and address issues to satisfy recovery initiatives during a disaster.


	Key Performance Indicators (Used to assess performance):

· Company awareness and personnel preparedness throughout the company.

· Level of audit and regulatory compliance.

· Number of company functions that are recovery capable.

· Executive understanding of contingency planning initiatives.

· Customer satisfaction among all departments.


	Required Experience: 

· Bachelor Degree 

· 5+ years experience within security and contingency planning initiatives.

· 3+ years experience with large project management.
· 3+ years as Network administrator in an enterprise class data-center environment of at least 500 users.
· 2+ years experience with Microsoft SQL including backups, restores, log file tracking.
· 2+ years experience designing, installing, and supporting Veritas Netbackup in a Windows 2000 Active Directory environment.
· 2+ years working to administer exchange 2000 email systems.
· Extensive knowledge of Internet security and Business continuity best practices, including practical in-the-field experience with, firewalls, packet filters, proxy servers, etc.
· Proven previous experience recovering a company from a major disaster.

· Proven ability to work within complex project work under tight deadlines.

· Ability to work with all levels of personnel from end users to executive management.

· Polished presentation skills to both large groups and executive management/ board meetings.

· A strategic vision and the ability to build business case scenarios.

· Excellent organizational skills with a proven ability to manage multiple projects simultaneously.

· Strong analytical and developmental skills.

· Excellent communication skills (verbal and written).

· The ability to clearly communicate ideas and direction.


	Desired Experience: 

· Master degree with a business or computer science focus.

· Certification – multiple desired, but not required

· CBCP

· MBCP

· PMP

· CEM

· Helpful technology experience

· LINUX/UNIX.



· Firewall Configuration (Cisco PIX, Checkpoint, etc.)

· ANSI SQL or T-SQL programming experience

· Experience with Compaq Server Installation and Configuration

· Experience with EMC2 or HP/Compaq Storage Area Networks

· SNMP, RMON, IOS



	Core Competencies:


	Emphasis Level
	4
	4
	4
	5
	5
	4

	Level 1-5 (5 being the highest)
	Communication
	Customer Focus
	Problem Solving
	Project Management
	Leadership & Motivation
	Team Work & Team Management


	Continuity Competencies:


	Emphasis Level
	
	
	
	
	
	

	Level 1-5 (5 being the highest)
	
	
	
	
	
	


	Technical Competencies:

	Emphasis Level
	
	
	
	
	
	

	Level 1-5 (5 being the highest)
	
	
	
	
	
	


	Physical Requirements:

Position may require significant amount of writing and keyboard involving repetitive motions with fingers and sitting for prolonged periods of time.  Position requires extensive use of the telephone and face-to-face communications, which requires accurate perception of speech.  Overtime may be required, especially during the time of a disaster.  Occasional travel to other corporate offices may be required.



The above information on this description has been designated to indicate the general nature and level of work performed by employees within this classification.  It is not designed to contain or be interpreted as a comprehensive inventory of all duties, responsibilities and qualifications required of employees assigned to this position.

BC Management, Inc is an equal opportunity employer which provides employment opportunities to all qualified individuals regardless of race, color, religion, sex, national origin, ancestry, age, disability, veteran status, sexual orientation, marital status, pregnancy or other classifications that may be protected by law.
To apply, please submit a cover letter and resume to chaase@bcmanagement.com.  Please include the position title and job code in the subject line of the email message.

Information Provided by:

BC Management, Inc.

2082 Business Center Drive, #254

Irvine, CA 92612

Phone: (949) 250-8172

Fax: (949) 250-8176

Email: info@bcmanagement.com
Website: www.bcmanagement.com
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